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iNnovation + operations

The ClOroleis growing more critical to the business

and more complextoinhabit, as top IT executives
simultaneously battle cybersecurity threats, increasing
business demands and challenges to their control.

BY STEPHANIE OVERBY

ith the extreme focus on

enterprise digital trans-

formation, most compa-

nies today are in a state of
technology flux. At the same time, IT orga-
nizations are faced with a host of tactical
challenges — from defending against increas-
ingly sophisticated cybersecurity threats to
incorporating the proliferation of cloud com-
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puting offerings and evolving IT
delivery models.
It’s little wonder that an over-
whelming number of IT leaders
— 88 percent — say that their role
is becoming increasingly challeng-
ing, according to CIO.com’s 2016
State of the CIO survey. Even more
telling, 71 percent of the S71 1T
leaders surveyed said it’s difficult
to strike the right balance between
innovation and operational
excellence in this busi-
ness environment.
Consider the case of
Jack Belcher. He became
the first CIO of Virginia’s
Arlington County more
than 15 years ago and has
established himself as
both a change agent and
a capable tactician. His
accomplishments range
from setting up an emer-
gency operations center
after the attack on the Pen-
tagon on Sept. 11, 2001,
to a revenue-generating

move last year to make the county
the first in the D.C. area to sell access
to its high speed broadband net-
work to federal agencies and other
organizations. “Our emphasis is

innovation,” Belcher says, “but
maintaining operational excellence
is creating a great amount of stress
on existing resources.”

It’s a sign of the post-recession,
pregrowth times. But for IT
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leaders like Belcher, who continue
to emphasize their transforma-
tional and strategic roles, success-
fully managing diverse challenges
could ultimately cement a partner-
ship role with the business and
pave the way for IT to increase its
impact on business outcomes.

Alignmentis table stakes
In our State of the CIO survey,
45 percent of the respondents
described themselves as transfor-
mational, meaning they’re focused
primarily on implementing new
systems and architectures, leading
change efforts and aligning I'T with
business goals. The rest were split
(27 percent each) between func-
tional CIOs and strategic I'T leaders.
The relationship between busi-
ness and IT continues to be of

primary importance: 52 percent

of those surveyed said that align-
ment with business goals is a key
focus. That’s down from 54 percent
last year and 82 percent in 2008,
indicating that CIOs likely have

established some good governance
processes for maintaining that
closer connection with the busi-
ness. Likewise, just 35 percent of
the IT leaders surveyed said they
spend their time cultivating the
IT-business partnership, versus 43
percent last year and 69 percent in
2008. “I think [alignment] is now
expected,” says Kelly Olsen, CIO
and head of corporate programs at
the U.K.’s NHS Property Services.
While CIOs may not have to
devote as much time as they once
did to developing and maintain-
ing relationships with their busi-
ness stakeholders, collaboration
between I'T and the business may
be even more important in 2016.
Line-of-business and functional
leaders are making more deci-
sions about IT spending than ever
before — at a greater level than
CIOs anticipated even a couple of
years ago. In 2014, respondents
to the State of the CIO survey
predicted that I'T would directly
control an average of 66 percent
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of technology spending in their
companies in three years time. But
respondents to this year’s survey
reported they control an average
of just 57 percent of technology
spending. “Spending outside of IT
is increasing in line with the appe-
tite for new technology solutions,”
says Belcher.

But that may not be a bad
thing — as long as CIOs main-
tain influence over how technol-
ogy is ultimately deployed. “The
decision-making or budgets [may]
come from other functions, how-
ever I believe this is how it should
be,” says Olsen. “The owner of the
deliverable — the beneficiary —
should be the major stakeholder
and fund the project.”

METHODOLOGY

CIOs who maintain strong part-
nerships with business leaders
preserve I'T’s influence, regard-
less of whether they control the
actual spending. The evolving
relationship between I'T and mar-
keting offers some insight into
this phenomenon. In 33 percent of
companies, marketing has its own
technology budget. Most CIOs are
involved in purchasing decisions
about marketing technology at
some level. But they play a big-
ger role at companies where IT
is considered a business partner
or leader than they do when IT is
viewed as a cost center or service
provider: 71 percent of respon-
dents from companies where IT
is viewed a business partner or

leader said they’re involved with
approving marketing technol-
ogy purchases, and 64 percent
said they’re involved in making
the final vendor selection. More-
over, 60 percent of those CIOs
report that their relationship with
marketing has become more col-
laborative in the past three years,
compared with 44 percent of
respondents at companies where
IT is considered a service provider
and 35 percent at companies where
IT is thought of as a cost center.
“The best scenario has been one
that sees the CIO consulting with
all line-of-business managers and
budget holders leading up to end-
of-financial-year budget requests,”
says former CIO and independent

IT SKILLS
SHORTAGE EASING?

Will your organization experience
any IT skills shortages during
the next 12 months?

M Yes
No

Not sure

2015 2016

BIGGEST CHANGES

In which areas do you expect to have
the most difficulty finding people with
the appropriate skills?

2015 2016

Big data/Bl and analytics 39% 38% ¢
Security/risk management | 30% | 31%
Appdev/programming/ 27% | 28% @ *
DevOps

Mobile technologies 27% 19% ¢
Business-IT liaison 21% | 22% | *
Project management 19% | 18% | ¢
Cloud services 18% | 20% @ *
Database administration 15% | 14% ¢
Internet of Things 11% 16% | *
Customer experience 10% | 12% L
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technology consultant Creagh
Warren. “This allows CIOs to
approach the business and ask
what they would like in the com-

ing year and develop a solution —
and a business case — together.”

Aligning IT initiatives with business goals

Improving IT operations/systems performance

Security management

Implementing new systems and architecture

Leading change efforts

Timetorollup yoursleeves
As important as I'T-business
interaction are some seemingly
operational issues with poten-
tially outsized strategic impact.

Over the years, the State of the CIO
survey has revealed increases in
the percentage of CIOs focused on
functional activities at times when
IT has faced urgent operational
concerns or threats. This is one of

1%
49%
46%
41%
40%

those times. In addition, business
demands have increased in num-

ber and complexity, while staffing
levels have not similarly risen, says
Belcher. Therefore it’s not surpris-

ing that IT staffs — and their lead-
ers — are wading into the weeds.
The percentage of CIOs who
report that they're spending time
managing IT crises rose from 19
percent last year to 27 percent this

cybersecurity is a focus, up from 31
percent in 2015. Following back-to-
back years of high-profile breaches
and headline-worthy hacks, corpo-
rate boards are focusing on cyber-
security as a financial, operational

CIO ROLEOF THEFUTURE

Which of the following activities would you like to spend
more time onin the next 3to 5 years?

Identifying opportunities for competitive differentiation

Developing and refining business strategy 3707()
Leading change efforts 35070

Developing new go-to-market strategies and technologies 33070

51%

41%

MULTIPLE RESPONSES ALLOWED

year, a level not seen since 2008.
In particular, this year’s survey
shows a sharp rise in IT leaders’
attention to security management:
46 percent of I'T executives said

and reputational risk. Security is
also the operational activity that
strategic CIOs are most likely to
spend time on. “It is a constant bat-
tle to stay ahead of security issues,
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Now that we are in a post-
recession phase of growth,

IT'S iInvolvement as a business
partner and business leader has
become more of a requirement.

—JOE SHERIDAN, CIO, SOAVE ENTERPRISES

from phishing emails to more sig-

nificant breaches,” says Olsen.
Despite the increased attention

on cybersecurity, just 37 percent

of the respondents to this year’s
survey said security is tightly inte-
grated with IT strategy, while 47
percent said it’s only loosely inte-
grated. In addition, one-third said
they spend less than 5 percent of
their budgets on security.

“Unfortunately, most organi-
zations are more reactive when
it comes to security,” says Joe
Sheridan, CIO of diversified hold-

ing company Soave Enterprises.

“Security needs to be part of a
good IT strategy, which includes
auditing what is in place today and
looking at how to continuously
improve. Budgeting for the right
tools is only part of the equation.”
According to our survey, compa-
nies spend an average of 12 percent
of their IT budgets on security, but
how business stakeholders per-
ceive IT influences the size of the
security budget. Companies where
IT is viewed as a business part-
ner or a leader spend significantly
more on security than do organiza-
tions where IT is considered a cost

T
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43%

About the same

2000

40/0 Much
Unsure, 'm new to further
the organization apart

Consulting with the marketing team to determine requirements 69070

Meeting with/evaluating potential vendors 67070
Overseeing implementation 64070
Approving the solution purchase 62(70
Negotiating terms of service and SLAS 5807()

Making final vendor selection

»%
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Digital transformation requires Ousiness and /7' to work together

IT market research and advisory
firm IDC predicts that two-thirds of
CEOs at Global 2000 companies will
have digital transformation at the
center of their corporate strategies
in the next 24 months. Those that
don't will find themselves strug-
gling to respond to changing market
demands; they will also find it difficult
to stay profitable, IDC predicts.

"The successful digital transforma-
tion of an enterprise is highly depen-

dent on a close and effective working
relationship between the IT organiza-
tion and the lines of business,” says
Meredith Whalen, IDC senior vice
president, IT Executive and Industry
Research.

To find out how well organizations
are set up to succeed in the digital
economy, IDC asked IT and line-of-
business (LOB) executives about their
relationship in its annual CIO and Line
of Business Sentiment surveys. While

How do you view the relationship between
IT and the lines of business?

[ LOB Execs
M IT Execs
Nonexistent ParaIIeI Worlds

Bridged Worlds

Aligned attheHip  Innovation Partners

SOURCE: IDC, 2015

viewpoints differ on how closely
aligned the two organizations are,
both parties point to progress and
agree that IT has animportant role to
play in transforming the organization.

Differing points of view
More than half (53 percent) of the 150
IT executives surveyed said they view
their relationship with business units
as “tight.” That sounds promising, but
the feeling isn't mutual. Only 36 per-
cent of the 300 LOB executives sur-
veyed said they see it the same way.
Another 29 percent of LOB executives
said the relationship is “nonexistent”
or reported that they see “two organi-
zations working in parallel worlds.”

However, tech leaders and LOB
executives agree that IT has taken
steps to enhance the relationship in the
past year. Both groups cite improved IT
governance, agile development tech-
niques and efforts to work more closely
to prioritize IT projects.

Despite the progress, differences
remain. IT leaders place more value

onIT's efforts to learn the business
than do LOB executives. Business
executives, however, are appreciative
of the flexibility IT has introduced.
And business people cite “self-service
IT" and IT professionals being more
flexible in discussing new ideas with
the business as top improvements
made in the past year.

What's next?

Therise of chief digital officers has left
some IT professionals feeling unsure
about the future. Nonetheless, LOB
executives do see IT playing a key role
in digital transformation. According

to IDC's study, these are the top three
ways IT organizations can contribute to
digital transformation initiatives:

m |[dentify which parts of the busi-
ness could be transformed through
the use of technology.

m |[dentify emerging technologies that
could accelerate digital transformation.

m Manage digital project implemen-
tations.

-ClO.com staff
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center or service provider. Still,
even for IT leaders who have inte-
grated IT and cybersecurity strat-
egies, security is a problem they
can't entirely spend their way out
of. Belcher says security is “an inte-
gral part” of Arlington County’s
digital strategy. But, he adds, “we
realize we can never spend enough
on security, [and] with competing
demands we are limited in what we
can spend. Ask my CISO.”

Other tactical activities that are
among the top focus areas for sur-
vey respondents include improv-
ing IT operations and systems
performance (cited by 49 percent
of those polled), implementing
new systems and architecture
(41 percent), and cost control and
expense management (39 percent).
But while tactical in nature, these
activities could pave the way for
future innovation and growth.
“Infrastructure and software proj-
ects seem to be the mode of opera-

tion lately,” says Sheridan, noting
that the next few years will be

STEPPING OUT

How frequently do you
and/or your direct
reports meet with
external customers
today?

“critical in planning for the future,
as baby boomers retire and the
next wave of managers and inno-
vators require a strong technology
strategy be in place.”

WhatdrivesIT spending
CIOs say the most significant busi-
ness initiatives driving IT invest-
ments in 2016 will be increasing

19%

Frequentli
(daily or weekly)

43%

Occasionally
(as the need arises)

operational efficiency, improving
customer experience and trans-
forming existing business pro-
cesses. The technologies driving
spending will be cloud computing,
security and risk management
tools, and big data and analytics
systems. And that’s just a start.
“Our businesses are demand-
ing more attention in every area,”

says Sheridan. “We are actually in
a transformational change period
over the next calendar year that
will include addressing each of
these types of initiatives.”

Survey respondents who
described themselves as strategic
CIOs said their IT investments are
most likely to be driven by busi-
ness initiatives to introduce digi-
tal revenue streams (30 percent),
improve agility (32 percent), and
improve the customer experience
(49 percent) — although the latter
is also highly important to func-
tional and transformational CIOs.

Transformational CIOs are
most likely to report business
process transformation (cited by
40 percent) as a business need.
Meanwhile, although operational
efficiency is a priority for every-
one, functional CIOs are more
likely than their counterparts to
have it on their agendas: 54 per-
cent of them said it is a priority.

And what do CEOs want? In our
survey, 40 percent (down slightly
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from last year) of IT leaders polled
said CEOs are looking for IT to
complete a major enterprise proj-
ect, 32 percent said the boss’s
priority is to have IT help reach

a corporate revenue goal, and 29
percent (up significantly from

last year) said the mandate is to
upgrade I'T and data security.

Onetogrowon

While IT executives understand
the need to balance operational
demands and risks with strategy
and transformation, they’re look-
ing forward to a near future when
they can turn more of their atten-
tion to innovation and business
results. Asked what they were
likely to spend their time on in
three to five years, 68 percent said
they would be focused on growth-
oriented activities. And they’re
looking forward to the change

of pace: 51 percent of I'T leaders
surveyed said they’d like to spend
more time driving business inno-
vation, 41 percent said they hoped

strateqgic

The vast majority of IT leaders

to work on identifying opportuni-
ties for competitive differentiation,
and 37 percent chose developing
and refining business strategy.

But CIOs who want such roles
must make sure they are seen as
real partners in the business, and
that still isn’t the case: 43 percent
of respondents said the business
views IT as a service provider and
just 27 percent who said IT is seen
as a business partner. Moreover,
20 percent said IT is considered a
cost center and just 11 percent said
IT is viewed as a business leader.

“Now that we are in a post-reces-
sion phase of growth, I'T’s involve-
ment as a business partner and
business leader has become more
of a requirement,” says Sheridan.
“We are taking the necessary steps
to strategize our next steps along-
side our business partners and are
finding the need for IT’s partner-
ship continues to increase.” ®

Stephanie Overby is a regular
contributor to ClO.com.



