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In light of the COVID-19 pandemic, our focus for the coming 
weeks will be ensuring that our employees are safe and our 
customers receive the extra support they need as the situation 
rapidly evolves. As security providers, we remain committed 
to partnering with our customers as they are facing their own 
increasing obstacles. Our heritage is service excellence, and 
we are honored to continue powering our local and global 
communities through this challenging time. This is a defining 
moment for our country and our companies, and we are 
collectively rising to the challenge.

Security officers are the backbone all of our organizations and I 
could not be more proud of our officers right now. It has been an 
honor to watch our teams come together on such a large scale. I 
regularly receive stories of courage and incredible leadership in 
the face of the difficulties that our employees experience daily. I 
am humbled by all of our employees strength and unwavering 
commitment. I want to personally thank all our employees, 
particularly those on the front line, that deserve the credit for 
keeping America and the world safe and secure.  At a time like 
this, I am particularly proud to be a member of ASIS and what 
all of you are doing to protect humanity and keep our world 
safe!

If you have questions, I am always available; you can call my 
office line, which is 404-926-4202.

WWW.SECURAMERICALLC.COM
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POSITION 
YOURSELF 
FOR SUCCESS
If you are in the early stages of a 
security management career, now is 
the perfect time to consider earning 
the Associate Protection Professional 

out from your peers by demonstrating 

     Get started today! 
ASISONLINE.ORG/STANDOUT

https://www.asisonline.org/standout
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“Where a lot of security 
professionals get into 

trouble is they try to wing it 
during deposition.” 

Alan Zajic, CPP, describes common pitfalls when security 
professionals must defend their department in court.

PAGE 45

“China is stealing their 
stuff—not our stuff.” 
William Evanina, director of the U.S. National 
Counterintelligence and Security Center, explains 
why private corporations—not just government 
agencies—need to improve defenses against 
intellectual property theft. PAGE 62

$100B
The projected market opportunity for drones by 2020, 

Goldman Sachs predicts. But serious cybersecurity 
questions remain unanswered about their use in 

government applications. PAGE 36

4.9M
The number of Venezuelan refugees, migrants, and 

asylum seekers, as of March 2020. PAGE 20

“Adults 
usually require 

opportunities to 
self-refl ect and 
internalize the 

knowledge they 
are gaining.” 

Glen Kitteringham, CPP, explains the 
principles of adult learning and how to 
apply them to enhance security offi cer 

training programs. PAGE 51

The number of people who will be affected 
by riverine fl oods in 2030, according to new 
projections from the World Resources Institute’s 
Aqueduct Floods tool. PAGE 16
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its Global Advisory Council. He is a visiting lecturer to the Berlin 
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TOP TWEET

In a crisis, security experience 

is invaluable. But you bring 

the most benefi t to your 

organization by focusing on 

the people affected and their 

physical and emotional well-

being, says crisis management 

expert Bruce Blythe.

Two security experts based 

in the Middle East spoke with 

us about how their region is 

changing and what strategies 

will help practitioners succeed 

in the future.

TOP POST COMMENTS

TRENDING ARTICLES

CRIME   
Violent Hate Crimes Reach 
16-Year High in United States 
By Claire Meyer

COVID-19
A Guide to Employee 
Temperature Checks
By Allen Smith, J.D.

RISK MANAGEMENT
How to Create an Insider 
Threat Early Warning 
System for a Remote 
Workforce
By Val LeTellier

“Great article!” —Stephen White, 

strategic intelligence northwest 

region leader at Boeing, on the 

Security Management article “How 

to Create an Insider Threat Early 

Warning System for a Remote 

Workforce.”

CURRENT 
PODCASTS

Erik Antons, CPP, PSP, shares how 

the hospitality industry is adjusting 

its business continuity planning 

during COVID-19, and Thomas 

Stutler, CPP, discusses the benefi ts 

of using personality and cognitive 

assessments during the security 

leader hiring process.

FLOOD RISKS
The number of people affected by 
riverine fl oods is projected to rise 
from 65 million in 2010 to 132 million 
in 2030, according to data from the 
World Resources Institute Aqueduct 
Floods tool. 

LOCKDOWN DRILLS
The Partner Alliance for Safer Schools 
released guidance around school 
lockdown drill design, content, and 
variables. 

DRONES
The RAND Corporation analyzed 
the U.S. Department of Homeland 
Security’s use of drones and found 
that the department is vulnerable to 
drone-enabled cyberattacks.

REFUGEE CRISIS
More than 4 million Venezuelans have 
left the country, most since 2015, 
driven by widespread poverty and 
chronic shortages of food, medicine, 
and other necessities, according to a 
Wilson Center report, Understanding 
the Venezuelan Refugee Crisis. 

HARASSMENT
Scotland is considering adding age 
and sex as protected classes, and 
expanding its Hate Crime legislation to 
include “stirring up” such crimes. 

Go to SM Online for these 
and other links mentioned 
throughout this issue.
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New Ways for You 
to Build and Leverage Your 

Industry Connections

Knowledge is power and connections are 
priceless.  Gain additional ASIS member 

value by joining one or all ASIS’ new 
Subject Area Communities.

Clearly networking is for us one of the most important factors and having 
that global community of 34,000 members who are willing to assist each 

other, no matter where in the world they are, is a core quality of ASIS.
Godfried Hendriks, CPP, ASIS President

Add your voice to the conversation today at
community.asisonline.org/SubjectAreaCommunities

https://www.asisonline.org/SubjectAreaCommunities
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EDITOR’S NOTE

ear of being lost is as visceral 
as our response to snakes 
and appears to be hardwired 

in the human brain; millions of years of 
evolution have taught us that the experi-
ence tends not to end well. People who 
are truly lost are oft en convinced they 
are going to die,” writes Michael Bond 
in The New Scientist. “Understandably, 
they are terrifi ed.”

In his article, “People who get lost in 
the wild follow strangely predictable 
paths,” Bond writes that fear can cause 
skilled hikers to ignore landmarks, 
lose track of time and distance, and 
experience claustrophobia even in 
open areas. 

Bond notes that research on military 
personnel found that fear negatively 
aff ects working memory, visual per-
ception, and understanding of spatial 
relationships, all of which degraded so 
signifi cantly that the test subjects “were 
performing at a level commonly seen in 
children under 10,” he writes.

Researchers Dave Perkins and Pete 
Roberts of the Northumberland National 
Park MRT and The Centre for Search 
Research discovered further common-
alities. In their report, The U.K. Missing 
Person Behaviour Study, they found that 
when lost, most people tend to keep 
moving, making them more diffi  cult to 
fi nd. In addition, “We are all drawn to 
boundaries, such as the edge of a fi eld, 
a forest margin, a drainage ditch, a line 
of pylons, or the shore of a lake,” writes 
Bond. “Overall, most lost people who 
are found alive end up in a building 
or on what rescuers call a travel aid: a 
road, track, or path, say, or an animal 

trail. Rescuers now know to always 
scout out such features fi rst.”

Bond notes that, in some categories, 
people act irrationally in the same way. 
“Children are less likely than adults 
to keep moving, for instance, which 
explains why 96 percent of them are 
found alive compared with 73 percent 
of adults. People with dementia tend to 
head in a straight line through whatever 
lies in their way. And solo male hikers, 
once lost, travel much further than any 
other category of missing person. They 
just keep on walking until someone 
fi nds them,” writes Bond.

In the current environment, every-
one—even seasoned security pro-
 fessionals—is a little lost. Life 
threat ening situations are erupting 
around the globe. Previously simple 
interactions are now weighted with 
fear of potentially contracting or 
spreading a deadly virus. Widespread 
demonstrations are sparking change 
and uncertainty. The unpredictability 
can cause us to go the wrong way, 
move when we should stay put, lose 
track of time, and, sometimes, panic.

However, security professionals have 
skills that put them at an advantage in 
such trying times. This issue of Security 
Management addresses some of these 
competencies—anticipating liability, 
planning special events during COVID-
19, preparing for disasters, and con-
ducting training. Other ASIS resources, 
including certifi cation materials, and 
virtual events such as webinars and 
eLearning can all help prepare security 
professionals and reveal a path out of 
the wilderness. 

LOST

Editor-in-Chief

TERESA ANDERSON
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COVID-19: SECURITY RESOURCES

How have organizations adjusted existing business 

continuity plans to respond to the pandemic across 

borders? In an interview with Security Management, 

Radek Havlis, CPP, regional security director for Central 

and Eastern Europe and Central Asia with international 

business services company PricewaterhouseCoopers, 

shared key steps to successful crisis response. 

“Our approach consisted of the application of 

our regional business continuity plan, that was then 

customized by national business continuity teams to 

correspond with their local conditions and specifi cs,” 

Havlis said. “But the regional plan set out comprehen-

sive protocols and communication and escalation pro-

cedures to keep our response synchronized and help 

provide daily tracking on any relevant developments.

“The key moment was bringing all important stake-

holders together and establishing a dedicated task 

force, which started feeding information to the regional 

crisis management team,” he added. “Extremely useful 

were also communication protocols and templates for 

addressing our employees and clients.”

Read the full interview at sm.asisonline.org.

FEATURED RESOURCE

Managing COVID-19 Fear and Stress
In a series of fi ve videos, Sarah J. Powell, 

director of emergency management at Temple 

University, shares insights and experiences on 

the psychosocial impacts of managing teams 

and yourself through critical incidents. Now 

available online.

CONNECTS CONVERSATIONS
“For security operations, this new paradigm presents opportu-

nities to help smooth the adoption of new business operations 

where companies (sensibly) geographically diversify their oper-

ations and expand supply chain sources. Within this context, the 

employee experience of working remotely or coming to work in 

the company’s offi ces should become a major planning factor. 

Some studies suggest that COVID-19 will accelerate strategic ini-

tiatives around digital transformation, for which the security pro-

gram should be an integral part.” – William Plante, senior principal 

at ADT Commercial, posted 27 April 2020 on ASIS Connects

WEBINAR

LEARN MORE

Up-to-date statistics, news, and resources are 

available online at asisonline.org/covid-19.

15
JUL 2020 | SECURITY MANAGEMENT CORONAVIRUS UPDATE 

IMAGES BY iSTOCK

Adjusting Continuity Across Regions
By Claire Meyer
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THE NUMBER OF PEOPLE AFFECTED BY FLOODS WORLDWIDE WILL 
DOUBLE IN THE NEXT DECADE, ACCORDING TO NEW ANALYSIS.  
BY CLAIRE MEYER 

FLOODWATER  
RISING     

The long duration of the fl ooding 
in the Mississippi River last year 
rivaled 1927’s Great Flood—the worst 
in modern history on the lower 
Mississippi River—and some areas 
remained above fl ood stage for 
months. According to the January 
2020 National Climate Report from 
the U.S. National Oceanic and Atmo-
spheric Administration (NOAA), 
2019’s fl ooding along the Mississippi 

River and its tributaries across 13 
states caused an estimated $6.23 
billion in damage, making it the 
51st costliest weather disaster since 
NOAA began tracking them in 1980. 

In March, NOAA forecasters 
predicted widespread—but not as 
prolonged—fl ooding again in 2020.

Flooding is hardly contained to 
river basins, however. Rising sea 
levels are expected to exponentially 

increase the frequency of coastal 
fl ooding, according to an April 2020 
report from researchers at the Uni-
versity of Illinois at Chicago, the U.S. 
Geological Survey, and the Univer-
sity of Hawai’i at Manoa. 

“For many coastal regions, pro-
jections of global sea-level rise by 
the year 2100 (e.g., 0.5–2 meters) are 
comparable in magnitude to today’s 
extreme but short-lived increases 
in water level due to storms. Thus, 
the 21st century will see signifi cant 
changes in coastal fl ooding regimes 
(where present-day, extreme-but-
rare events become common), which 
poses a major risk to the safety and 
sustainability of coastal commu-
nities worldwide,” the authors 
wrote in Scientifi c Reports, a Nature 
Research journal. The authors found 
that present-day 50-year extreme 
water levels will be exceeded 
annually before 2050 for 70 percent 
of U.S. coastal regions, and by 2100, 
current extreme water levels will be 
exceeded at almost every high tide 
for 90 percent of the U.S. coastline. 

“Present-day extreme water-level 
events will become commonplace 
within the next few decades,” the 
authors concluded. Current emissions 
trajectories and sea-level projections 
double the odds of extreme coastal 
fl ooding every fi ve years in most U.S. 
locations, they found, and the near 
constancy of this rise bears potentially 
startling consequences: “Sea-level 
rise will likely increase the odds of 
fl ooding by a thousand-fold... in a 
half-century,” they wrote. 

Global rivers and coastlines are at 
high risk of devastating fl ooding as 
well. According to a recent analysis 
from nonprofi t World Resources 
Institute’s Aqueduct Floods tool, the 
number of people aff ected by fl oods 
will double worldwide by 2030.  

According to the tool, which ana-
lyzes fl ood risks and solutions glob-
ally, the number of people aff ected 
by riverine fl oods will rise from 65 
million in 2010 to 132 million in 2030, 
and the number of people aff ected 

THE MIGHTY Mississippi River winds its way for 2,320 miles 
across the United States, serving myriad purposes as it fl ows 
steadily toward the Gulf of Mexico—an essential waterway for 
billions of dollars’ worth of trade, a diverse ecosystem for wild-
life, and a cultural touchstone for many people who grew up 
reading the stories of Mark Twain. But the river is also suscepti-
ble to massive fl ooding, as witnessed in 2019. 
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by coastal fl ooding will increase from 7 
million to 15 million. 

Economies will also be impacted, 
the research found. Since 1980, fl ood-
ing has caused more than $1 trillion 
in global losses, but as fl ooding risks 
increase, urban property damage from 
riverine fl oods will increase from $157 
billion to $535 billion annually, and 
urban property damage from coastal 
storm surges and sea level rise will 
increase tenfold—from $17 billion 
to $177 billion each year, Aqueduct 
Floods reported. 

Researchers for Aqueduct Floods 
calculated the increased fl ood risk by 
balancing hazard exposure (fl ooding) 
with vulnerability (who is at risk, who 
will be aff ected, and what mitigation 
tools are available). They found that 
while riverine fl ooding fl uctuates, 
any coastline currently experiencing 
fl ooding will only experience more in 
the future, says Samantha Kuzma, geo-
spatial associate with World Resources 
Institute (WRI).

Climate change will intensify fl ood-
ing frequency and levels, the research 
found. Heavier rains inland will drive 
approximately half of riverine fl ood-
ing increases, and more frequent and 
intense coastal fl ooding could render 
existing fl ood protection measures like 
dikes and levees obsolete. 

Socioeconomic changes also put 
more people at risk, the research found. 
New development near rivers stresses 
existing fl ood prevention infrastructure 
and places more people and organiza-
tions in harm’s way. 

Along coastlines, 15,500 more people 
and $1.1 billion more in urban assets 
are predicted to be aff ected by fl ood-
ing in the next decade; urbanization 
accounts for 87 percent of increased 
fl ood risks by 2030. 

In addition to direct eff ects from 
fl ooding on populations and proper-
ties, secondary eff ects begin to com-
pound, including large-scale popula-
tion displacement. 

“Our analysis looks specifi cally at 
the direct impacts of fl ooding—actual 
damage to infrastructure,” Kuzma tells 

Security Management. “We’re not even 
considering the secondary impacts—
what if a fl ood displaces people from 
their homes? What are the costs associ-
ated with that? Or what if you can’t go 
to work because the streets are fl ooded 
and your business is closed down? The 
secondary eff ects of natural disasters 
start to compound. We can already see 
it with the coronavirus pandemic; even 
though it’s not a nature-based disas-
ter—disruption is a huge cost for econo-
mies and the stability of our lives.”

The COVID-19 pandemic also com-
plicates fl ood prevention initiatives; 
not only are funds being reallocated to 
address the crisis, but traditional fl ood 
or natural disaster response is endan-
gered by reduced emergency man-
agement capabilities, restrictions on 

safely housing refugees from disasters, 
and curtailed community engagement 
eff orts, Kuzma says. 

“Right now, we’re even more vul-
nerable if a fl ood were to hit; all of our 
resources are tied up trying to battle this 
pandemic, and we would be exposed 
and vulnerable in a whole new way,” she 
adds. “And as we expect climate change 
to intensify storms and make rainfall 
heavier in certain parts of the world, we 
really need to prepare for [simultaneous 
crises] like this so we can control those 
secondary eff ects and reduce the overall 
impact of these sorts of disasters.”

However, the stimulus packages 
and funding measures being pushed 
through governments in response to the 
pandemic provide an opportunity to 
boost economies and fl ood protection, 

 17
JUL 2020 | SECURITY MANAGEMENT 

BY ELIJAH SHAW AND DALE JUNE. 
Charles C. Thomas Publishers; ccthomas.
com; 218 pages; $34.95.

THE AUTHORS of this book are prac-
titioners in their fi eld and bring many 
years of solid experience to this exciting 
and useful volume. An Introduction to 
Celebrity Protection and Touring focuses 
primarily on protecting celebrities in 
music and fi lm. It looks at securing 
the music celebrity while recording, 
touring, and making personal appear-
ances, as well as 
in their private 
time. Safeguarding 
the fi lm celebrity 
involves different 
environments, such 
as studios, awards 
ceremonies, and fi lm-
ing locations. While 
the focus is mainly 
on fi lm and music 
VIPs, the authors do 
look at the world of 
corporate protection and safeguarding 
executives and the difference between 
this type of security and protection of 
those in the entertainment business. 

Early on, the book describes the 
purpose of personal protection and the 
skills required of the right candidate. The 
authors also share the tasks that are not 
always in the job description, such as 

fi nding lost luggage and carrying bags 
while also responding to an attacker. 

The book contains essential informa-
tion regarding security planning. The 
security survey is discussed, as is the 
importance of advanced preparation. 
The authors also discuss hotels, vehicles 
and other forms of transport, and what 
to look for in a car and driver. Other 
specifi c information deals with prevent-
ing incidents while in public, reacting 
to problems, and moving the celebrity 
should there be an emergency. Dealing 
with stalkers and paparazzi is also 
discussed. The appendix is an excellent 
resource with checklists for advance 
preparations of all kinds.

Overall, this book is well laid out and 
easy to read. It will appeal to those 
thinking of entering the celebrity 
protection business and is an excellent 
reference for experienced protection 
offi cers. Although it touches on pro-
tection of executives, its primary focus 
is celebrities. Those looking for more 
in-depth reading on executive protec-
tion in a business environment will need 
to explore other publications.

REVIEWER: Dr. Declan Garrett is a direc-
tor of the Security Institute of Ireland, 
member of the ISRM Global Advisory 
Council, visiting lecturer at Berlin Institute 
of Economics and Law, and a member of 
the ASIS Cultural Properties Community.

CELEBRITY PROTECTION
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the report noted. Flood defenses require 
long-term maintenance and create local 
jobs. These measures also mitigate 
risks of further economic damage from 
severe fl ooding.

Flood protection measures off er 
a strong return on investment for 
waterfront communities. For the three 
countries with the highest number of 
people aff ected by riverine fl ooding—
India, Bangladesh, and Indonesia—
small investments have big payoff s. 
In India, every $1 spent on fl ood 
prevention infrastructure like dikes 
may result in $248 in avoided damages, 
Aqueduct Floods found. The research 
also recommended considering green 
infrastructure like mangroves, reefs, 
and sand dunes to act as natural buff ers 
to coastal storms and erosion. 

DESIGNING 
BETTER SCHOOL 
LOCKDOWN DRILLS
Should lockdown drills in schools be 
as commonplace as fi re drills? In April, 
the Partner Alliance for Safer Schools 
(PASS) released its guidance document 
PASS Recommendations for Appropriate 
Drills: Why They Are Essential to Every 
School Safety Program, which shares 
tips for lockdown drill design, content, 
and variables. 

According to the document authors 
PASS Chairman Guy Grace, PASS Board 

Vice Chairman Mark Williams, and 
ASIS School Safety and Security Coun-
cil Chair Mark Berger, “There are no 
standards around lockdown drills, and 
there is confusion around the diff erence 
between a drill and an exercise. That 
is the distinction we are drawing in the 
PASS white paper.”

Regarding increasingly realistic drills 
that simulate school violence to train stu-
dents and staff  on how to respond, Wil-
liams, Berger, and Grace caution against 
potentially traumatizing scenarios. 

“We haven’t experienced loss of life 
from a school fi re in over 60 years even 
though there are on average nearly 5,000 
fi res per year in our public schools,” they 
tell Security Management. “We don’t 
set our schools on fi re to practice fi re 
drills. There aren’t fi refi ghters running 
through the building yelling at the staff  
and students. Rather, it is about practic-
ing how to safely evacuate the building. 
There are many reasons for a lockdown 
drill. In a lockdown drill, we are not 
necessarily evacuating the building, 
and it is not necessarily due to an 
active shooter.  These drills should be 
educational, not traumatic.”

PASS embraces a “Shelter–Evade–
Defend–Care” approach to lockdowns, 
and drills should be designed so 
students and staff  not in a classroom 
during a drill or incident know they have 
options on how to respond, Grace says. 

“In sheltering, students and staff  are 
hiding in classrooms and other work-

spaces typically behind locked doors,” 
he says. “If it is necessary to evade or 
run, it is important to know why you 
would choose the option evade or run 
to get away from the danger inside or 
outside the school. Defend is the third 
option if it is not possible to shelter 
or evade. Various options are taught 
in an age-appropriate way to defend 
or distract a threat. Care typically is 
rendering aid to others when one is 
safe; however, care can also be applied 
during the event such as leading others 
and safely comforting those who may 
be in fear.”

In its guidance, PASS shared seven 
key recommendations for designing 
and conducting school safety drills:

Purpose. Drills should be conducted 
in an educational manner, involving 
the practice and testing of established 
processes, procedures, and technol-
ogies. Avoid violent simulations that 
could traumatize participants. 

Scheduling. Announce drills in 
advance to staff , students, and parents; 
do not conduct “surprise” drills.

Duration. School safety drills should 
be short and effi  cient. 

Times and locations. Conduct drills 
at varying times of the school day—
recess, passing period, lunch—and 
during aft er-hours activities such as 
athletics.

Evaluation. Debrief staff  immedi-
ately aft er a drill to exchange feedback.

Frequency. Conduct at least two 
lockdown drills every school year, ide-
ally within the fi rst 20 days of the year 
and the fi rst 20 days aft er winter break.

Drills vs. exercises. Exercises are 
mainly for fi rst responders to test their 

We don’t set our 
schools on fi re to 
practice fi re drills.... 
These drills should 
be educational, 
not traumatic.
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training, so carefully select volunteers 
to participate without traumatizing 
them. Drills, on the other hand, involve 
most occupants of the facility to test 
processes, procedures, and technol-
ogies. “There are many reasons for a 
school going into lockdown,” Grace 
says. “Any situation that presents 
an immediate and ongoing danger 
to staff , students, and visitors can 
warrant a lockdown. PASS believes 
schools should be taking an all-hazards 
approach to the safety and security of 
their facilities.”

Safety awareness levels. Tailor 
drill design to desired levels of safety 
awareness, which vary depending on 
the developmental levels of students 
and capabilities of staff . 

To read the reports mentioned 
in this article, visit SM Online.
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ASIS eLearning Collections offer 
dynamic online modules that 

so you can advance your security 
management knowledge at your 
own pace. 

Dive in and learn more at 
asisonline.org/ecollections.

Earn CPEs On Demand 
With eLearning Collections

SOURCE: 2020 Edelman Trust Barometer Spring Update: Trust and the COVID-19 Pandemic, 
Edelman Intelligence, April 2020 

TRUST DURING THE PANDEMIC
Governments have taken the lead in responding to the COVID-19 
pandemic—with lockdowns, social distancing, setting up alternative 
hospital sites, etc. Now that businesses are deciding whether to reopen, 
and how to reopen, people are skeptical that business leaders will put 
employee safety before the bottom line. 

Percent of people who say that CEOs, scientists, and local government 
leaders are doing an outstanding job in response to demands placed on 
them by the pandemic:

29%
CEOs

53%
scientists

45%
government 
leaders
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The outfl ux heightened concerns 
about the potential destabilizing 
impact that the mass resettling could 
have on the region. 

“Venezuela’s humanitarian 
crisis continues to deteriorate and 
impact the security and stability of 

the region,” wrote experts Arianna 
Kohan and Moises Rendon in a 
report on Venezuela issued earlier 
this year by the Center for Strategic 
and International Studies (CSIS).

Then the COVID-19 pandemic hit 
in early 2020, and the outfl ow of 

Venezuelans was reduced by coro-
navirus-related closed borders and 
lockdowns. Colombia, for example, 
which received an estimated 1.8 mil-
lion Venezuelan migrants, closed its 
border with Venezuela in March 2020. 

Moreover, some Venezuelans who 
had left  their homeland decided to 
return. By April 2020, these return-
ing refugees were arriving at an 
approximate rate of up to 500 per 
day, according to humanitarian 
group estimates.

But although the coronavirus 
pandemic has reduced the fl ow of 
refugees, it is not expected to end it 
as the country continues to endure 
several layers of problems. 

“Venezuelans are fl eeing a 
profound economic and political 
crisis, characterized by the system-
atic violation of human rights and 
a deepening humanitarian emer-
gency,” wrote Wilson Center analyst 
Oriana Van Praag in the recent 
report Understanding the Venezuelan 
Refugee Crisis.

Politically, unrest continues. 
Nicholas Maduro claimed the coun-
try’s presidency in 2019, but his elec-
tion was seen by many as unfair and 
tainted. More than 50 nations, includ-
ing the United States, have recognized 
opposition leader Juan Guaidó as 
Venezuela’s rightful president. 

Economically, many Venezuelans 
have struggled for the last several 
years against wrenching poverty, 
including severe shortages of food 
and clean water. According to the 
International Monetary Fund (IMF), 
the Venezuelan economy contracted 
45 percent between 2013 and 2018, and 
then an additional 25 percent in 2019. 

Infrastructure and health services 
have also badly deteriorated; in 
2019, there were 23,860 power fail-
ures nationwide between January 
and May, an average of 158 a day, 
according to a nongovernmental 
organization (NGO) estimate. 

Venezuelans are “running from 
a crisis that has dragged on for 
years with no end in sight,” wrote 
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VENEZUELA ENTERED 2020 at the center of the world’s worst 
refugee crisis. Millions of Venezuelans continued to fl ee poverty, 
political unrest, and violence in their home country, with many 
landing in neighboring countries of Colombia, Ecuador, Peru, 
and Chile—the four nations that have absorbed the most people.

By some estimates, Venezuelans had been leaving their 
county at a rate of 4,000 to 5,000 people per day. As of 
March 2020, the number of Venezuelan refugees, migrants, 
and asylum-seekers stood at 4.9 million, according to statistics from the 
Regional Inter-Agency Coordination Platform for Refugees and Migrants from 
Venezuela (R4V). 

VENEZUELA’S REFUGEE CRISIS IS THE WORLD’S GRAVEST, WITH NEARLY 
5 MILLION FLEEING THE COUNTRY. NOW THE CORONAVIRUS PANDEMIC 
HAS ADDED ANOTHER LAYER OF INSECURITY. BY MARK TARALLO

DANGERS
OF DISPLACEMENT

A refugee girl from 

Venezuela eats breakfast 

provided by Consolata 

Missionary Sisters in Boa 

Vista, Brazil.
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Latin American aff airs expert Jorge G. 
Castañeda in a New York Times op-ed.

Venezuelans are also fl eeing high 
levels of insecurity and violence. 
According to the Venezuelan Violence 
Observatory, there were 81.4 violent 
deaths per 100,000 people in 2019, 
the highest rate in Latin America and 
ahead of El Salvador and Honduras, 
which by comparison had homicide 
rates of 51 and 40 per 100,000 people, 
respectively. The organization also 
found violence to be endemic in 88 
percent of Venezuelan municipali-
ties. Various estimates suggest that 
Venezuela has one of the highest kid-
napping rates in Latin America. 

For countries receiving these fl eeing 
Venezuelans, one factor contributing to 
potential instability is a lack of fi nancial 
support from the international commu-
nity for resettlement costs. 

For example, in response to the 
recent Syrian refugee crisis, in which 
more than 6 million people were 
displaced between 2011 and 2018, the 
international community contrib-
uted more than $7 billion over four 
years for response eff orts. But for 
the Venezuelan crisis, international 
response contribution over four years 
has been just $580 million. 

“Despite its magnitude, the 
Venezuelan crisis has only received 
a fraction of the international atten-
tion and funding dedicated to other 
confl icts, and is still seen as regional 
problem,” Van Praag wrote.

Herbert Calderon, CPP, PCI, PSP, loss 
prevention manager with Gloria Group 
in Lima, Peru, says the Venezuela 
situation poses a few challenges for 
regional security. “And with the pan-
demic, the problems are increased,” 
says Calderon, who is ASIS senior 
regional vice president for Region 8C.

That is partly because the challeng-
ing living conditions in Venezuela can 

increase the chance of coronavirus 
infection, which an infected person 
could then bring to another country, 
Calderon says. In Peru, the government 
extended a temporary work permit 
to arriving Venezuelans in 2017, and 
then roughly 500,000 Venezuelans 
entered their new country in 2018. 
As of May 2020, the total number of 
Venezuelans in Peru is estimated at 
around 860,000.

In addition, many poverty-stricken 
Venezuelans are turning to theft  and 

looting to survive. This creates another 
challenge that local law enforce-
ment has to deal with. In Peru, the 
police have taken actions against the 
vandals, Calderon says. For the time 
being, the coronavirus lockdown has 
reduced that type of crime in general, 
due to the closure of businesses and a 
patrol-enforced curfew. 

And although some statistics show 
that Venezuelan migrants are no more 
likely to commit crimes than any other 
residents, experts say the greater com-
petition for working class jobs that the 
new populations bring has increased 
another source of potential instability: 
anti-immigrant sentiment. 

For example, in Colombia, which 
has received more Venezuelans than 

Venezuela’s humanitarian crisis 
continues to deteriorate and impact the 
security and stability of the region.  

BY SYED HYDER ABBAS MUSAVI. CRC 
Press; crcpress.com; 136 pages; $129.95.

TECHNOLOGY IS INTEGRAL to 
emergency management just as it has 
entered every other aspect of modern 
life. How much technology has impacted 
the emergency plan-
ning and response 
world is clearly 
evident throughout 
Early Warning-Based 
Multihazard and 
Disaster Management 
Systems. The author 
goes into extensive 
detail on a variety 
of systems relevant 
to both the early 
warning of impend-
ing natural disasters and assistance 
in managing a variety of natural and 
man-made emergency events. He draws 
on extensive experience in disaster man-
agement research, as well as practical 
experience in the Pakistani government.  

Warning systems discussed include 
those for nature-based categories such 
as seismic, meteorological, volcano, 
and tsunami events. Also included is 
information on disaster engineering 
computer tools, early warning system 
architecture, civionics multihazard early 
warning systems, and a variety of com-
munication technologies.

While this book could be called a 
case study on the implementation of 
disaster management systems specifi c 
to Pakistan, the knowledge and lessons 
learned here could and should easily be 
applied globally. This is a highly technical 
book providing considerable detail on 
computer architecture, screenshots of 
software tools for both the setup and dis-
play of information, and design concepts 
of the layout of equipment.   

This book is for those interested in the 
technical aspects of the various systems 
under discussion—those just starting to 
gain knowledge in this area of emer-
gency planning and management, those 
interested in learning about the tech-
nology, and the experienced technical 
emergency planner wishing to enhance 
his or her knowledge. This book is heavily 
referenced, packed with details on the 
various systems presented, and—despite 
its technical nature—easy to read.

The author cautions that buyers must 
beware. The appropriate technology for 
an organization should be user friendly, 
operationally easy to manage, fall within 
an organization’s fi nancial parameters, 
and have some level of security.

REVIEWER: Dr. Glen Kitteringham, CPP, 
has worked in security and emergency 
planning since 1990.  He is president of 
Kitteringham Security Group Inc. He is a 
member of ASIS.

DISASTER MANAGEMENT 
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any country, some residents publicly 
demonstrated against plans to house 
migrants in sports facilities. And false 
reports of Venezuelans trying to break 
into gated residential areas spread on 
social media, spurring some deporta-
tions. A Gallup poll in December found 
that Colombians’ attitudes toward the 
Venezuelan newcomers have shift ed 
from a welcoming stance to regarding 
them as a problem. 

The pandemic has heightened this 
tension in some ways. The mayor of 
the Colombian city of Yopal has called 
migrants a burden who are responsi-
ble for the city’s security and health 
problems. And with countries like 
Ecuador and Peru putting up more 
entry barriers due to the coronavirus, 
some experts say newer Venezuelan 
refugees may have to fi nd other places 
to land, which could cause the refugee 
crisis and related challenges to spill 
over to other regions. 

To read the reports cited in this 
article, see SM Online.

SOURCE: Audit of Antisemitic Incidents 2019, 
Anti-Defamation League, May 2020

ANTISEMITISM
Reported antisemitic incidents 
increased in 2019 in the United 
States, compared to 2018. Reports 
of vandalism were up by 16 percent.

2018
774

2019
919

Vandalism reports

Learn more at asisonline.org/certsm
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–Myron Love, CPP, PCI, PSP, Director of Security Services, 
Ann & Robert H. Lurie Children’s Hospital of Chicago

For product info #8 securitymgmt.hotims.com

0720 National Security C.indd   220720 National Security C.indd   22 06/09/2020   2:02:37 PM06/09/2020   2:02:37 PM

http://securitymgmt.hotims.com/r5/navconvert.asp?rm=D&issue_date=2020-07-01&rs=8
https://www.asisonline.org/certsm


Join our global CSO community today at 50% off the annual* 
price of CSO Center for Leadership & Development membership 
(Now $250!) 

Lisa Oliveri, CPP – Vice Chair, CSO Center Board
Director of Global Safety and Security, 
Education Development Center

Take advantage of this special offer 
and join today at asisonline.org/CSOJuly

(*For Membership through 2020)

has a limited time special offer for you!

• Collaborate with industry peers with our online community CSO Connects
• Boost your expertise with our free, virtual CSO Summit Virtual Series
• Network during the CSO Center Huddle, our weekly virtual chat
• Join the CSO Center discussion group on the communication app, Telegram
• Gain insight with on-demand benchmarking reports across the 

CSO Center membership

The ASIS CSO Center 

https://www.asisonline.org/CSOJuly


But that work was cast into doubt 
when on 10 March, university offi  cials 
announced that students should plan 
to remain at home and attend classes 
online at least through 5 April to limit 
the spread of the coronavirus. The uni-
versity then extended that prohibition 
through the end of the academic year, 
allowing some exceptions for students 
who could not return home.

“It matters greatly to me that if 
you are in the very diffi  cult position 
of not having a safe place to go to off  
campus, you know that we will take 
care of you,” said Yale College Dean 
Marvin Chun, as reported by the Yale 
Daily News.

Yale offi  cials also needed to create 
accommodations for individuals who 
work at the hospital on its campus 

and are engaged in research on 
COVID-19, the disease caused by 
the SARS CoV-2 coronavirus. These 
accommodations—and being able to 
track who was working in research 
labs and accessing campus facili-
ties—upped the ante for Yale’s public 
safety team.

 “There is a lot of concern right 
now on campus because of the 
amount of research that’s happen-
ing with a lack of staff  there,” says 
Steve Donnelly, manager of access 
control and ID centers for the uni-
versity. “There is concern of items 
going missing or sensitive equip-
ment being moved without anyone’s 
knowledge.”

To help manage access and 
provide insight into where people 
are on campus, without necessarily 
having a physical presence on site, 
Yale has turned to its longtime access 
control system provider AMAG and 
the company’s Symmetry Business 
Intelligence system. 

The system, which is designed to 
be used with an AMAG access control 
solution, analyzes individuals’ access 
history and patterns. It then uses that 
information to assign individuals a 
risk score—which is continuously 
updated as the system is fed more 
data about that individual’s usage—
and can prohibit an individual from 
gaining authorized access to a site. 
Symmetry also fl ags anomalous 
behavior that can help identify poten-
tial threats and mitigate their eff ects.

For instance, an employee is sched-
uled to work at building A until 5:00 
p.m. If that employee began accessing 
another building at 2:00 a.m. that 
he was not scheduled to work in, 
Symmetry would fl ag that behavior 
as potentially risky. End users would 
then be able to see that fl agged behav-
ior on a dashboard—which provides a 
real-time visual representation of the 
movement and trends of people—and 
take steps to prevent the unusual 
behavior from occurring again. 

Yale had been in discussions 
with AMAG for roughly a year about  

YALE UNIVERSITY ADOPTS A BUSINESS INTELLIGENCE SYSTEM TO HELP 
MONITOR AND FLAG SUSPICIOUS ACTIVITY ON CAMPUS. 
BY MEGAN GATES

LUX ET VERITAS. LIGHT AND TRUTH. That is the motto of 
Yale University, which since its founding in 1701 has attracted 
students and faculty from all over the world to its campus—fi rst 
in Saybrook and then in New Haven, Connecticut. 

Roughly 16,000 students annually attend the university for 
undergraduate, master’s, and doctoral programs—many of 
them conducting research to shed light and share the truth of 
their fi ndings with society. 
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IDENTIFYING  
UNUSUAL PATTERNS
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creating such an analytics platform to 
help the university have greater insight 
into activity at its 450 facilities on 
campus, which together have roughly 

7,000 doors and an average of 800,000 
reads per day across the system. 

“It was really important to have that 
unusual data stick out to us,” Donnelly 
says. “We’re a pretty small team, con-
sidering our infrastructure. It’s diffi  cult 
for us to fi nd those weaknesses in our 
system because we have so many sen-
sitive areas on campus that need to be 
tracked very carefully.”

Symmetry allows Yale to look at 
three risk scores: the location someone 
is attempting to access, the access con-
trol card holder, and the date and time 
of the access attempt. Using those three 
scores, Symmetry makes a calculation 
that provides an overall risk score—
which can be used to limit an individu-
al’s authorized access. 

The system also allows end users to 
see why it made a particular risk score 
determination, which Donnelly says is 
important because it allows the team 
to make sure the system is working as 
intended. 

Only Donnelly and two of his col-
leagues have access to the Symmetry 
system data. Yale would share that data 
with law enforcement only if it was 
needed to investigate a crime or with 
written approval from the university’s 
general counsel, says Dave Boyd, direc-
tor of strategic planning and manage-
ment for public safety.

Originally, Yale was interested in 
adopting the system to help manage 
access to sensitive facilities, like 

research labs where controlling and 
monitoring access is a major concern to 
prevent intellectual property theft  and 
nuclear regulator monitoring facilities 
where security is paramount. Boyd 
adds that the university also hoped the 
system would help prevent electronic 
theft  and assist campus police in solv-
ing electronic theft s on campus.

But with classes moved online for the 
remainder of the 2020 spring semester 
and a limited on-site presence, Yale 
is primarily using the system to mon-
itor activity associated with students 
approved to continue living on campus 
and with its research facilities, Boyd says.

“All the research continues to go on, 
and we’re monitoring to see who is 
getting in and out of research facili-
ties now,” he explains. “We’re talking 
with them daily because it’s been a big 
challenge for us…who is entering the 
facilities? And should they be?”

The university is also exploring ways 
Symmetry could be used to help keep 
students and staff  safe once they return 
to a reopened campus. 

One possibility is using the system 
to help with contact tracing should 
someone on campus be diagnosed 
with COVID-19. Symmetry could be 
used to create a list of students and 
staff  that were in the same rooms with 
that positive individual, allowing 
campus safety to notify them of the 
need to self-isolate to stop the disease 
from spreading.

“We’re in talks right now that this 
might be a solution to help us come 
back,” Boyd adds. 

FOR MORE INFORMATION: 
EMAIL SALES@AMAG.COM OR 
VISIT AMAG.COM/BUSINESSIN-
TELLIGENCE
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While fantastical, the episode points 
out the dangers of using tools without 
understanding their vulnerabilities. 
Drones, or unmanned aerial systems 
(UAS), have become increasingly used 
operational tools over the past several 
years. Goldman Sachs predicted that 

by 2020, there would be a $100 billion 
market opportunity for drones, with 
high demand from the commercial and 
civil government sectors.

“Drones are already generating cli-
mate data, monitoring the borders, 
and more—and they’re just scratch-

ing the surface of their commercial 
potential,” Goldman Sachs said in 
an industry insights report.

The U.S. Department of Interior 
(DOI) is one of these users, with a fl eet 
of UAS to meet statutory obligations 
such as emergency management, 
fi ghting wildland fi res, conducting 
search and rescue, surveying federal 
land, collecting research data, and 
assisting law enforcement. It also 
uses drones to assess, collect, and 
maintain information on critical infra-
structure, including energy, transpor-
tation, and defense-related systems.

In January 2020, U.S. Secretary of 
the Interior David Bernhardt signed 
an order grounding all of the depart-
ment’s nonemergency unmanned 
aircraft  systems fl eet operations.

“Drones are important to critical 
Department of the Interior missions, 
such as combating wildfi res and 
conducting life-saving search and 
rescue operations; however, we must 
ensure that the technology used for 
these operations is such that it will 
not compromise our national security 
interests,” said DOI spokesperson 
Carol Danko. Drone operations could 
continue, however, for fi ghting wild-
fi res, search and rescue, and dealing 
with natural disasters that threaten 
life or property. 

Bernhardt issued the order during 
an internal review of the depart-
ment’s drone fl eet’s cybersecurity, 
technology, and domestic production 
concerns. In a follow-up with Security 
Management, DOI spokesperson 
Conner Swanson says that Bernhardt 
received classifi ed briefi ngs on secu-
rity concerns related to the depart-
ment’s drone fl eet in late 2019.

“Currently, we are working hand-
in-hand with experts in the executive 
branch to coordinate a thorough 
assessment of certain DOI drones and 
scanning for any potential national 
security threats,” Swanson explains. 
“This thorough review will ensure that 
a robust, secure, and reliable source of 
unmanned aerial systems is available 
to meet DOI’s multiple needs.”
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UNMANNED AERIAL SYSTEMS ARE BEING INCREASINGLY ADOPTED BY 
PUBLIC AND PRIVATE SECTOR ORGANIZATIONS. BUT THEY COME WITH 
CYBERSECURITY RISKS. BY MEGAN GATES 

IT STARTS OUT AS AN IDEA with the best intentions. Britain’s 
bee population is collapsing, so a private company strikes a 
deal with the government to provide minuscule robotic drones 
to pollinate plants and save the nation’s agriculture—and 
humanity itself. 

But this good idea in “Hated in the Nation”—a buzzy episode 
in the science fi ction anthology TV series Black Mirror—soon 
devolves into unintended consequences. The drone bees’ source code can be 
compromised, and instead of simply spreading pollen from plant to plant, 
they begin to target and kill humans who engage in public shaming on social 
media using the hashtag #DeathTo. 

FLIGHT 
RISKS 
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Swanson did not say what specifi c 
threats the DOI was examining or confi rm 
when the department would complete 
its review. He also did not elaborate on 
whether the department had guidance 
for the public and private sectors, which 
could be using drone systems similar to 
the department’s to carry out operational 
surveillance and inspections.

The decision, however, was seen 
by some as a political maneuver by 
the Trump Administration to target 
Chinese drone manufacturers, like DJI 
Technology, which supplies approxi-
mately 20 percent of DOI’s grounded 
drone fl eet.

In a statement released shortly aft er the 
DOI order, DJI said it was “troubled” by 
the secretary’s order that essentially pro-
hibits employees from operating drones 
made by foreign-owned companies or 
those made with foreign-manufactured 
components based on “undefi ned cyber-
security concerns.”

Prior to the order, DJI worked with the 
department, cybersecurity professionals, 
and NASA offi  cials to create a drone solu-
tion that met DOI’s security requirements. 

“The result of this collaboration was 
our Government Edition (GE) solution, 
which provides additional safeguards, 
so drone data is not intentionally or 
accidentally stored with unauthorized 
parties,” DJI said. “Just a few months 
later, at the request of the Depart-
ment of Homeland Security, our GE 
drones were independently evaluated 
a second time by the Department of 
Energy’s Idaho National Lab, which 
also found no areas of concern related 
to drone leakage.”

DJI has worked to increase the security 
features on its drones, even those not 
used by the U.S. federal government, says 
Michael Oldenberg, DJI’s senior commu-
nications manager for North America.

One feature is local data mode, which 
allows drone users to eliminate the 
connection and data transfer between 
the drone operator’s mobile device (con-
nected to the drone) and DJI’s servers. 

“We developed that for customers 
doing critical infrastructure inspection 
as an added assurance that no data is 

leaving that mobile device while they’re 
using the DJI app,” Oldenberg explains.

DJI also off ers to host fl ight data on 
server infrastructure hosted by Ama-
zon’s AWS and the Alibaba Cloud in the 
United States for its customers outside of 
mainland China. Customers can use this 
option to upload the GPS paths of drone 
fl ights, along with thumbnails of images 
taken while the drone is in fl ight. 

Oldenberg says some customers are 
interested in having this option for 
auditing and compliance reasons. For 
instance, a utility operator could use the 
saved data to show an auditor that an 
inspector conducted a specifi c fl ight path. 

And any data that is stored on DJI-
controlled servers is not synchronized 
or sent to other third-party companies. 
Users who want to delete any data DJI has 
stored for them can contact DJI to set that 
in motion, according to a recent white 
paper on the company’s security policies.

Oldenberg says DJI takes users’ data 
security concerns seriously and that the 
DOI ban is the result of the ongoing geo-
political trade war between the United 
States and China. 

“It has nothing to do with the security 
or performance of DJI’s drones—or any 
drone manufactured in China,” he adds.

However, cybersecurity concerns 
related to the use of commercially avail-
able drones remain. A recent analysis 
by the RAND Corporation of the U.S. 
Department of Homeland Security’s 
(DHS) use of drones found that the 
department is vulnerable to drone-
enabled cyberattacks. 

“We fi nd that nearly all DHS compo-
nents and offi  ces could become victims 
of a drone-led botnet or data exfi ltration 

We fi nd that nearly all 
DHS components and 
offi  ces could become 
victims of a drone-
led botnet or data 
exfi ltration attack.

UAS-RELATED 
CYBER THREATS
In a recent analysis, How to 
Analyze the Cyber Threat from 
Drones, the RAND Corporation 
categorized unmanned aerial 
system-related cyber threats 
into four categories:

U.S. Department of 
Homeland Security and 
its allies’ unmanned aerial 
systems (UAS), with 
compromised systems as 
cyber weapons:

1. Used to disable adversary 
networks through 
interference

2. Used to harvest 
credentialing information

3. Used for probing and 
data collection

U.S. Department of 
Homeland Security and its 
allies’ UAS, with UAS as 
cyberattack targets:

1. Could spoof legitimate 
law enforcement systems 
to misrepresent location 
information or collected data

2. Used to take over, 
lockdown, or take out 
law enforcement UAS

3. Used to steal probe data, UAS 
identity, or network access

Adversarial and other UAS, 
with UAS as cyber weapons:

1. Used in a botnet attack
2. Used to create a cascading 

infection of Internet of 
Things through UAS

Adversarial and other UAS, with 
UAS as cyberattack targets:

1. Used to distort or destroy 
probe data

2. Used to take over, lockout, or 
take down adversarial UAS
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attack,” according to the report, How to 
Analyze the Cyber Threat from Drones. 
“These offi  ces and components all have 
physical locations where sensitive data 
and wireless networks are prevalent, 
making them targets for these types of 
attacks. UAS that have loitering capabil-
ities—for example, those that can land 
and takeoff  again aft er some period of 
time—allow this type of covert attack, 
increasing risk to unhardened systems.”

Future attack methods could also target 
DHS employees’ personal devices or 
home networks to gain entry to DHS sys-
tems “either wirelessly or by an employee 
connecting an infected device to a DHS 
laptop,” the report’s authors cautioned. 

To mitigate against threats, the 
authors said DHS needs to develop a 
coherent UAS cyber strategy—in partner-
ship with senior policymakers, cyber-
security experts, and other government 
and law enforcement agencies.

“DHS should invest in operating a UAS 
test range (or ranges) in collaboration 
with the private sector, national labs, 
and other government stakeholders such 
as the Federal Aviation Administration,” 

the report explained. “This step would 
help ensure industry compliance with 
safety and security protocols, and would 
promote interagency coordination.”

The report also recommended DHS 
prioritize the most critical vulnerabil-
ities and fi nd ways to mitigate them, 
including monitoring developments in 
counter-UAS systems. 

“A coordinated and updateable 
system of monitoring and intervention 
is likely to be required as the innova-
tion cycle of cyberattack and counter-
measure ensures that even hardened 
systems cannot be guaranteed immune 
to attack,” the authors wrote. 

Additionally, DHS will need to mon-
itor UAS adoption and anticipate how 
this will aff ect its security posture. 

“As UAS are used in a wider range of 
activities, the number of legitimate-use 
UAS that are airborne at any given time 
will increase,” according to the report. 
“From the perspective of threat mitiga-
tion, one of the most important tasks in 
this new UAS-dense environment will be 
distinguishing licit from illicit activity.”

As of Security Management’s press 
time, the DOI had not issued fi ndings 
from its review. Regardless, nongovern-
ment users should be thinking about the 
security of their drone systems and their 
level of exposure, says James Acevedo, 
CPP, founder of StarRiver Inc., who spe-
cializes in drone security and regularly 
builds his own. 

Acevedo fi rst raised concerns about 
drones that were manufactured in 
China and the need for greater cyber-
security protections at the 2014 ASIS 
Seminar and Exhibits (now GSX) in 
Atlanta. His biggest concern at the time 
was that these drones were designed to 
be connected to smartphones. Because 
of their connection to the Internet, 
Acevedo says users could unknowingly 
be uploading more fl ight data and sen-
sitive information than they intended 
to—creating a security risk. 

“My advice to people is to really 
understand your goal: What are you 
trying to accomplish using an unmanned 
system? What’s the goal?” he says. Once 
users have their purpose for the system 
determined, they can consider where the 
drone is manufactured, what kind of data 
it aggregates, and their ability to access 
that data and delete it. 

“People are going to these drones like 
the ones made by DJI because they’re 
user friendly and intuitive,” Acevedo 
says. “But there are risks attached to it. 
You should conduct a risk assessment, 
and if you’re willing to accept that risk—
fi ne. But realize that your system could be 
compromised at some point in time.” 
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To read the reports mentioned 
in this article, visit SM Online.

My advice to people is 
to really understand 
your goal: What 
are you trying to 
accomplish using an 
unmanned system?

BY NIHAD A. HASSAN. Apress; 
apress.com/us; 360 pages; $39.99.

FOR ANY NETWORK OF SIGNIFICANT 
SIZE, the question is not if there will 
be a breach, but when the breach will 
happen. And when that breach occurs, 
there are generally two goals at hand—
get the intruders out 
and determine who 
they were.

In Digital Forensics 
Basics: A Practical 
Guide Using 
Windows OS, author 
Nihad Hassan has 
written a practical, 
hands-on guide that 
can help the novice 
user get up to speed 
on Windows forensics. 

The book starts with an introduction 
to the core concepts of digital foren-
sics and technical concepts around 

fi le systems. It then progresses to the 
steps needed to investigate an incident, 
including gathering and analyzing data. 
The author explores several software 
tools that can be used in the investiga-
tion process. 

Written for those with little to no 
background in digital forensics, the 
book walks the reader through the var-
ious actions involved. The book covers 
only the Microsoft Windows operating 
system; therefore, if the affected sys-
tems are Macintosh or Linux, this book 
does not address them.

While far from a defi nitive reference, 
this book is a reliable guide. For those 
looking for a practical introduction to 
digital forensics, this is an excellent 
book to start with. 

REVIEWER: Ben Rothke, CISSP 
(Certifi ed Information Systems Security 
Professional), is a senior information 
security specialist with Tapad, Inc.

DIGITAL FORENSICS BASICS
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an argument between two customers 
got heated. Security personnel even-
tually ejected the patrons from the 
club, but the individuals walked out to 
the Elks Lodge parking lot and began 
another altercation that ended with a 
shooting. In the end, one bystander, 
Tanya Renee Oliver, was dead.

Although the fi nal confrontation 
occurred outside the building, it was 
still on the nightclub’s property. The 
victim’s daughter fi led suit against the 
business, claiming that the nightclub’s 
negligent security made it vicariously 
liable for the wrongful death of her 
mother. A St. Lucie Circuit Court jury 
delivered a nearly $5 million verdict 
against the defendant in 2019. 

Michael Haggard, who represented 
the victim’s children in this negligent 
security case through The Haggard Law 
Firm, says the case hinged on fi nding 
that the actions taken that night—not 
ensuring that all parties left  the prem-
ises entirely aft er being ejected from 
the building—did not match the actions 
called for in the organization’s own 
standards and procedures. 

Security professionals may fi nd 
themselves in court for a variety of 
cases, typically either intentional torts—
false arrest, false imprisonment, or 
assault—or negligence, says Alan Zajic, 
CPP, a casino security expert and expert 
witness in security trials. For the former, 
organizations generally do a decent 
job of educating their employees about 
these risks, he notes. 

“The rule of thumb should be for 
most security organizations that if a 

security offi  cer, manager, or supervisor 
has to touch a guest or touch someone 
else, then a comprehensive report 
should be written,” Zajic says. “Then 
you establish the process of getting 
reports and video into evidence.”

In negligence cases, however, orga-
nizations must contend with the claim 
that security personnel should have 
acted but did not.

Typical cases brought on negligent 
security claims oft en involve the organi-
zation’s failure to implement, enforce, 
or document reasonable security mea-
sures such as training, proper lighting, 
and video surveillance, says Russell 
Kolins, an expert witness and consul-
tant with the Kolins Security Group. 

For example, a bar or a nightclub 
should have policies and procedures, 
and staff  should be trained on those 
policies. When security guards fail to 
intervene in a verbal altercation until it 
turns violent or an overserved patron 
shows signs of dangerous inebriation, 
it can signify a lapse in training or a 
violation of in-house procedures, Kolins 
says. (For more, see “The Intoxication 
Issue,” February 2019.)

“Security is hired to observe and 
report, but they should also be trained to 
de-escalate situations—that’s all part of 
the training,” he says. “If they don’t have 
policies and procedures, if they don’t 
know what the rules are, if they don’t 
know how to de-escalate these situations, 
it’s negligence because that’s their job—
that’s what they’re supposed to do.” 

If a shooting occurs in a retail store’s 
parking lot, Kolins says, a series of 

security issues are called into ques-
tion: Was there proper lighting? Were 
surveillance cameras functional with 
signage posted to deter crime? Was 
there a roving security patrol? And 
were the security measures adequately 
matched to the history of prior crime at 
the location? 

Nightclubs or bars, for example, 
should be aware of their heightened risk 
exposure from selling alcohol and likely 
activity—such as narcotics use—on 
property, and they should account for 
those risks when developing and updat-
ing security procedures, says Zajic. 

For concert venues, if it is well 
known that a particular concert or type 
of show regularly spawns fi ghts in the 
audience, can the security director 
prove that he or she adequately con-
sidered these factors when deciding 
where to deploy security personnel 
that night, Kolins asks. 

“There have been several cases 
where the defendants did everything 
they could possibly do,” Kolins says. 
“You can’t prevent all crime; however, 
you have to make a reasonable eff ort 
to prevent crime from happening and 
provide a safe and enjoyable environ-
ment for your patrons or guests. I have 
turned cases back to my clients because 
I can’t fi nd anything the organization 
did improperly.” 

However, proving it in court requires 
diligent documentation—especially 
because some lawsuits may be fi led 
years aft er an alleged incident occurred. 
In some cases, the plaintiff  will wait 
until the last day before the statute of 
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limitations runs out—two to three years 
aft er the incident in most U.S. states—
and then fi le a suit. 

Given the nature of turnover in bars 
and nightclubs, Zajic says, it is unlikely 
that the security personnel who were 
working during the incident are still 
employed there, and without detailed 
documentation, plaintiff s have signifi -
cantly better odds of succeeding in 
court or reaching a favorable settle-
ment with the defendant. 

Litigation trends and risks change 
with the times, as well. Zajic adds that 
in the face of a pandemic-triggered 
global recession, organizations should 
expect an increase in litigation, similar 
to what was seen in the United States 
following the 2008 fi nancial crisis.

“People look to diff erent sources 
to potentially cover what they’re not 
making by other means,” he says. 
“Even if someone can fi le a suit and 
settle for a lower amount, at least it’s 
an amount.

“Security operations really need to be 
very cognizant and careful; do compre-
hensive reporting and save everything; 
and do a good job—talk to counsel, make 
sure that they are prepped appropriately 
before testifying at a deposition.”

Record of Evidence
Not all witness statements and reports 
automatically come into evidence, says 
Zajic; surveillance video and reports 
have to be fi led, and the judge will make 
the determination following witness 
testimony about whether to admit the 
video or reports into evidence.

Not all reports are created equal, 
however. According to Zajic, “75 to 80 
percent of reports I come across—and 
witness statements—are not compre-
hensive in nature, and they are picked 
apart in the trial.” Everything from 
spelling errors to missing or misre-
membered elements can be used to 
color perceptions of the document and 
the organization’s security program. 

“The entire report needs to be 
checked and double checked as if you’re 

going to be sued over it,” he adds. “As 
soon as you start doing that, you fi nd 
that your litigation decreases overall 
because you’re preparing yourself—you 
know what’s going on and you’re edu-
cating all your security personnel about 
what not to do in the future.”

The smoking gun in today’s legal 
world is video evidence, he adds, 
including surveillance video, body 
camera footage, or smartphone video. 
While this can make or break a case, it 
is also under a high degree of scrutiny. 
The security team will need to have a 
documented chain of custody for the 
footage, along with documentation of 
when it was recorded and how it was 
collected and stored. 

In addition, the plaintiff  may claim 
the footage was tampered with or that 
the defendant is withholding evidence 
if the scene of the incident has multi-
ple cameras but only one video feed is 
presented in court, hinting at missing or 
unsaved evidence.

Written records are also essential to 
document ongoing patterns of eff ective 
security—and how the incident in ques-
tion aligns with those patterns, Zajic 
says. These can include witness state-
ments, photos, and folio attachments.

He recommends retaining all of the 
regular day-to-day information on fi le—
especially if logs can be scanned and 
digitally saved by date until the statute 

of limitations expires for that timeframe. 
This can include basic guard tour infor-
mation—which offi  cers were on schedule 
and where they were during an incident—
as well as more event-specifi c statements.

Security departments should also 
keep updated records of reg ular 
security functions such as train ing, 
background screening, risk assess-
ments, and revisions to in-house 
policies and procedures. Outdated 
security manuals or training programs 
are oft en red fl ags in court, Zajic 
notes, recommending that the security 
director review manuals at least once 
a year and document the review and 
any revisions. Even if no changes were 
made, simply proving that the manual 
is regularly reviewed demonstrates 
proactive security to the jury. 

Overall, these policies—as well as 
any industrywide standards the orga-
nization follows—will likely be exam-
ined in a court case. These can include 
self-imposed standards, manuals, 
protocols, or guidance for personnel. 
“In litigation, the plaintiff  will attempt 
to show that you violated your own 
self-imposed standards,” Zajic says.

For example, if the standard operat-
ing procedures (SOP) manual instructs 
personnel to never get hands-on with a 
customer, and the security offi  cer does 
need to touch someone when respond-
ing to an incident and the customer 
gets hurt, that could result in problems 
in trial. If the SOP instead says “you 
should not go hands-on whenever pos-
sible, and only in defense of injury or 
death, etc.,” now the security person-
nel has room to explain their response 
within the parameters of the organiza-
tion’s standards, Zajic explains.

In addition to the written materials, 
“undocumented training is oft en a 
pitfall you have to overcome at trial,” 
he says, recommending keeping 
detailed training records for at least 
a fi ve-year period within the security 
department, checking off  each specifi c 
element of training. 

Corporate, commercial, and 
local standards are also likely to be 
examined, as well as national or 

43
JUL 2020 | SECURITY MANAGEMENT 

Th
e 

en
tir

e 
re

po
rt

 n
ee

ds
 

to
 b

e 
ch

ec
ke

d 
an

d 
do

ub
le

 
ch

ec
ke

d 
as

 if
 y

ou
’re

 g
oi

ng
 

to
 b

e 
su

ed
 o

ve
r i

t.

0720 Meyer C.indd   430720 Meyer C.indd   43 06/09/2020   11:43:42 AM06/09/2020   11:43:42 AM



industry-specifi c standards such as 
ASIS International’s standards and 
guidelines, Haggard says. 

He adds that he will check standards 
that apply to that case or defendant, 
including best practices from industry 
associations, to build a case that the 
security department failed to meet 
an acceptable standard of care, or that 
it violated its own standards or nat-
ional standards.

In some cases when additional 
explanation and context is needed, 
either or both sides of the lawsuit may 
hire an expert witness to evaluate the 
defendant’s security measures and 
give his or her opinion on whether the 
incident violated acceptable standards 
of care. The security expert’s job is to 
break down complex issues like security 
and risk mitigation into language that 
laymen on the jury can understand. 

“An expert is not an advocate for their 
side. If I’m on the plaintiff ’s side, I’m 
not advocating for the plaintiff …we’re 
advocating for our opinions,” Kolins says. 

“We’re not that interested in the outcome 
of the case as we are in providing the edu-
cational portion of the case to the client 
and, if testifying in trial, to the jury.” 

But the most important factor is going 
to be the defendant, says Haggard, 
because they dealt with the situation in 
real time. 

Testimony
Whether testifying in a deposition or in 
a criminal or civil trial, it is essential to 
have a clear speaking voice, appropriate 
dress, a high degree of preparedness, and 
honesty, says Chad Callaghan, CPP, prin-
cipal of Premises Liability Experts, LLC. 
Previously he served as vice president 
of global safety and security – Americas 
–  for Marriott International, and he was 
called to testify in trials on behalf of the 
company dozens of times. 

Testifying in front of a jury is 
somewhat rare, Callaghan says, but 
witnesses should look presentable, 

avoid colloquialisms or inappropriate 
language, and make eye contact with 
the judge or jury. This conveys an open 
and honest demeanor. 

However, one of the most essential 
elements is honesty. “The worst thing 
that can happen is that they catch you in 
a lie in front of a jury or a judge; you’re 
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Juries, judges, and lawyers are not security experts. 
To clarify the fi ner points and explain industrywide 
practices and standards of care, expert witnesses can 
be hired to study the case and testify in court or in 
deposition hearings, either against or in defense of the 
defendant’s security measures. 

According to Russell Kolins of the Kolins Security 
Group, the expert witness is present to advocate for 
his or her opinion about the case—not one side or an-
other—so working with an expert with integrity, consis-
tency, and a diligent commitment to following forensic 
methodology is essential. Hiring an expert with an 
inconsistent track record of opinions and statements 
is likely to get the witness’s testimony dismissed from 
the case. 

So how does an expert witness get to trial in the 
United States? For successful security experts, it’s a 
matter of following procedure, maintaining integrity, 
and diligently keeping up with industry standards—all 
before the judge gavels the session into order. 

Introduction. 
When the lawyer calls, Kolins says a good expert will 
accept cases based on the merit of the case. 

Checking for confl icts of interest. 
In some cases, the expert may have already accepted 
a job for the other side of the lawsuit, and in others 
even more complex confl icts can arise, such as prior 
testimony that could contradict or complicate the 
expert’s involvement in the new case. 

The thumbnail sketch. 
If there are no obvious confl icts of interest, the lawyer 
briefl y explains the outline of the case, and then the 
expert inquires into any federal, state, or local laws or 
regulations that may be pertinent to the case. Some 
cases require more specialized or sector-specifi c 
security knowledge, Kolins says, so not every security 
expert is the right fi t. 

Taking the case—or not. 
At this stage, the expert weighs the merits of the case 
as well as the intents of the lawyer when deciding 
whether or not to take the case. An inexperienced 
lawyer, Kolins says, may try to tell the expert witness 
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pretty much done. As an expert witness, 
you probably won’t get any more work,” 
Callaghan says. “When you get all the 
way to a trial, you’d better be honest. If 
you feel like there is something you can’t 
be honest about, this case should be 
settled long before you get to trial.” 

Prior to a trial or testimony, the 
attorney or in-house counsel will 
likely advise witnesses—from frontline 
security staff  to chief security offi  cers 
representing the organization to expert 
witnesses—about how to present them-
selves in court and answer questions. 
While each case is unique, profession-
alism, preparedness, and patience can 
help witnesses avoid falling into traps. 

Preparedness. “I think our policy is 
this,” “The last time I looked, the policy 
was,” “Well, I don’t know, but…” In 
listening to security depositions, Zajic 
has heard a variety of waffl  ing that 
fails to accurately portray an otherwise 
well-organized department. 

“Where a lot of security professionals 
get into trouble is they try to wing it 

during deposition,” he says. “There are 
some very artful claims attorneys who 
try to use that to their advantage.” 

Be prepared; read the policy manual, 
all case information, and any relevant 
reports, he advises.

Trap questions. “Have you ever told 
a lie?” The knee-jerk reaction is to deny 
it, especially in a courtroom, but that is 
easily disproven and makes the witness 
seem shift y to the jury, Callaghan says. 
A more appropriate answer would be 
“Yes, but I have not been dishonest 
under oath.” 

Similarly, it is likely that an attor-
ney will ask if there is anything more 
important to the organization’s custom-
ers than security. “Yes” could be argued 
as a sign that the company neglected 
security; “No” could lead to questions 
about why other initiatives were better 
funded than security. A simple response 
to dodge this trap, Callaghan suggests, 
is: “Security is among the most import-
ant things that matter to our custom-
ers.” This acknowledges security’s value 

without providing an obvious opening 
for contradictions. 

Hypothetical questions. Corporate 
security directors or fact witnesses are 
not required to answer questions about 
hypothetical scenarios, Callaghan says, 
but expert witnesses are. “Probably the 
best way to deal with that is to say ‘I 
understand what you’re saying in your 
hypothetical, but those are not the facts 
in this case. If they were, however, I 
would answer this way,’” he says. This 
allows the expert witness to answer the 
question without admitting the hypo-
thetical details happened during the 
case in question.

Unnecessary elaboration. Answer 
questions directly and succinctly, 
Callaghan advises. Elaborating without 
need gives the defendant’s attorney 
more information than strictly needed, 
and it can open up new lines of ques-
tioning that the witness may not be 
prepared to answer.

In particular, frontline security 
employees testifying do not need to 
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what to say—steering the narrative instead of following 
the facts of the case. In the long run, this may harm the 
outcome of the case and the security expert witness’s 
reputation. “You have to vet the lawyer as much as the 
lawyer has to vet the expert,” Kolins says. 

Prepare for court rules and challenges. 
Under U.S. Federal Rule 702 regarding testimony by 
expert witnesses, a witness “who is qualifi ed as an ex-
pert by knowledge, skill, experience, training, or educa-
tion may testify in the form of an opinion or otherwise 
if the expert’s scientifi c, technical, or other specialized 
knowledge will help the trier of fact to understand the 
evidence or to determine a fact in issue.” Witnesses 
should be prepared to document their expertise, train-
ing, and bona fi des in court to establish their qualifi ca-
tions and back up their testimony, Kolins says. 

Research. 
At this point, the expert witness begins to collect 
relevant sources of information and connect the dots 
between elements in the case. He or she will start doc-
umenting his or her opinions and prepare a report. 

It is especially key to remain consistent, particularly 
with past opinions—including those voiced at trial, in 

reports, articles, conference presentations, and other 
publicly available documents. It’s a fair bet that the 
opposing counsel will have done their due diligence 
researching the expert in an attempt to catch them in 
a contradictory statement or cast doubt on their testi-
mony, Kolins says. 

Study the case. 
Beyond the facts of the case, expert witnesses should 
study their own fi ndings thoroughly and be prepared 
for challenges to their memory and opinions. In partic-
ular, Kolins says the expert should be ready to explain 
the standards, research, and methodology behind his 
or her opinions about the case.

“The expert may be the most knowledgeable ex-
pert in the fi eld of security, and that expert will write 
reports off the top of their head without any backup 
from resource materials or foundation for those opin-
ions, and think that ‘just because I say it means it has 
to be true,’” he says. “The fact is, it may be true, but 
you still have to back it up with the forensic method-
ology…that means revealing all the materials, doing 
your research, connecting the dots, conducting a site 
inspection if feasible, and conducting a crime analysis 
if it applies to that particular case.”
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memorize every aspect of the security 
policy or program, Callaghan says. The 
line employee primarily needs to convey 
that he or she knows what his or her job 
is, that he or she was trained properly, 
and that he or she responded according 
to their training, he adds. 

Absolute statements. Not all 
elaboration is negative, however. 
“Talking about yes and no answers can 
be a double-edged sword, but don’t be 
bullied into an absolute statement by an 
opposing attorney,” Callaghan says. 

For example, if an attorney asks: 
“Isn’t it true that there have been multi-
ple crimes at this particular location?” A 
yes or no answer does not give adequate 
context in this case, so additional 
explanation is required to give jurors an 
accurate picture of the situation: “Yes, 
but the previous crimes are dissimilar to 
the crimes we are dealing with here.” 

Silence. A common tactic is for the 
opposing counsel to remain quiet aft er 
a witness’s short answer in the hopes 
that he or she will elaborate to fi ll the 
uncomfortable silence, Callaghan adds. 
Expecting this behavior and walking 
through the process with the counsel 
during trial prep will enable witnesses 
to gracefully weather it. 

Standards of Care
Litigation around security issues in the 
United States is moving away from the 
older concept that measures a security 
program against prior similar acts and 
toward more of a totality approach, 
Zajic says. 

In the latter, parking lot lighting and 
other security measures can be consid-
ered relevant to a robbery inside a casino, 
especially if there is a history of robberies 
in the parking lot. It can be considered 
a warning sign to juries and opposing 
counsel that security and crime deter-
rence were not taken as seriously as they 
would expect at the establishment. 

Some corporate security directors or 
property managers still take the atti-
tude of “it’s not my company’s duty to 
create a safe premises, that is up to the 

police and the citizens of the commu-
nity,” Haggard says. 

“The reality is the law in pretty much 
every jurisdiction is the commercial 
property owner has a duty to keep a rea-
sonably safe premises—not a perfectly 
safe premises, some crime is obviously 
inevitable,” he says. “But you can’t get 
in front of a jury and say it’s not your 
responsibility to keep safe premises….
There are commercial property owners 
who just want to fl ip property and don’t 
have a concern about their tenants; 
they’ll get up there and say that, and 
once they do, the case is over.”

In one of Haggard’s recent cases, a 
child was kidnapped from a Pensacola, 
Florida, residential complex and killed. 
The crime was traced back to a resident 
who was not listed on the lease and 
was registered as a sex off ender in a 
diff erent state. Employees interviewed 
in the case admitted to having problems 
with vagrants, people parking at the 
facility without permits, and unknown 
residents, but they did not do anything 
about it, Haggard says. 

By reviewing leading apartment 
management agency best practices, 
Haggard could show how the property 

management fell short compared to 
what others in the industry were doing. 

Security and crime trends also shift  
juries’ expectations around standards of 
care, Haggard says. Ten years ago, active 
assailant or mass shooting incidents 
were relatively rare, and it was consid-
ered beyond prevention. Now, however, 
these incidents are part of reality in 
the security industry and commercial 
property agencies. 

“Under civil law, you have a duty 
of care to provide reasonable security 
measures,” Callaghan says. “It does 
not mean that you have to prevent all 
things from occurring, it doesn’t mean 
that you’re ensuring someone’s safety 
while they’re on your property, but it 
does mean that you have to provide 
reasonable security measures.” 

“The proactive corporate security 
directors and property managers who 
can get out there and defend their plan, 
defend their actions, those are the ones 
that concern me the most as a victim’s 
lawyer,” Haggard says. “They concern 
me in terms of my case, but that’s what 
we want them to be doing.”

In some instances, such as properties 
that have experienced a high amount 
of crime, it is smart to show the owner 
has gone beyond what is considered a 
“reasonable measure” to keep people 
safe, Callaghan adds.

For example, if a company is seeing 
increased cases of carjacking in its 
parking lot, it might increase security 
patrols from every two hours to every 30 
minutes and add a staff  member.

“Being able to document that is golden 
in trial,” Callaghan says. “It shows that 
you not only provided reasonable secu-
rity measures, but you were willing to 
recognize when you had a problem and 
were able to respond to it.”   
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ILLUSTRATION BY TAYLOR CALLERY

From identifying needed skills 
to choosing content delivery methods to 

hiring trainers with adult learning expertise—here is a 
step by-step guide for program development. 
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One of my fi rst experiences with 
workplace training occurred 
when I was employed as a 

roughneck on an oil service rig in 1986. 
No training was provided, and so the rig 
was rife with accidents and near misses. 
Whenever I asked the rig manager why 
we were doing something, he would 
curse me out and tell me to shut up. 

 Aft er a few months, the manager 
pulled me aside and told me that if 
I did not fi gure things out soon, he 
would fi re me. I told him I would learn 
faster if I received some training. He 
ignored my comment. But as it hap-
pens, I had learned enough to keep my 
job, and when a new man was hired to 
my four-man rig, I took it upon myself 
to train him. 

In two weeks, I taught him every-
thing I had fi gured out the hard way 
over the previous few months. When 
he was fully trained, the rig manager, 
who had watched the entire process 
from fi ve feet away, took me aside. 

“I knew I was right in threatening to 
fi re you,” he said smugly. “It obviously 
motivated you.” 

I learned two things from this experi-
ence. First, training is a powerful prepa-
ration tool that can also save time and 
sustain a safe working environment. 
Second, not all managers are leaders. 

Skills and Competencies
Besides being a powerful preparation 
tool, training is also a complex process. 
Most jobs, including security guarding, 
are complicated, so to train for them 
successfully students need to learn 
and understand both foundational and 
task-specifi c skills. 

For example, writing a security inci-
dent report is a complex process requir-
ing verbal and communication skills; 
the ability to gather and analyze various 
pieces of information; the ability to struc-
ture that information in coherent order; 
the ability to understand potentially com-
plex legal issues; and an understanding 
of the investigation process.

Learning skills such as these can 
be viewed as a process of achieving 

competencies. As defi ned by the 
University of Nebraska-Lincoln’s Human 
Resources Department, competencies are 
“observable and measurable knowledge, 
skills, abilities, and personal attributes 
that contribute to enhanced employee 
performance and ultimately result in 
organizational success.”

The ASIS Foundation, working with 
the University of Phoenix and the 
Apollo Education Group, created an 
operational security industry compe-
tency model in 2014 and later refi ned 
it in 2018. The competency model 
consists of several layers, starting with 
personal eff ectiveness—which includes 
interpersonal skills, integrity, initia-
tive, adaptability, fl exibility, reliability, 
and an interest in lifelong learning. 

Above this fi rst layer are academic 
competencies, which include security 
fundamentals, business foundations, 
and critical thinking. At the third level 
are workplace competencies, including 
teamwork, strategic thinking, problem 
solving, and working with technology. 
The fourth level consists of industrywide 
technical competencies. The fi ft h level 
consists of industry sector functional 
areas, and the sixth consists of occupa-

tional competencies and requirements. 
All six layers can inform a well-rounded 
and eff ective security training program.

Training Program 
Development
All aspects of security require personal 
and professional competencies and 
skills. Security occupations are chal-
lenging and complex, whether a secu-
rity offi  cer is de-escalating a potential 
workplace violence situation, a security 
manager is building a comprehensive 
operations management program, or 
a chief security offi  cer is developing 
a global security plan. Training and 
education are necessary. 

While some skills needed for security 
may be transferable from other occupa-
tions, other skills are not. They can only 
be learned either in the classroom or 
in the fi eld—preferably both. However, 
since most organizations do not have the 
time to wait for their employees to learn 
through trial and error, many skills are 
best learned in a training program.

The fi rst step in developing a training 
program is to identify the intended out-
come. For example, if a security offi  cer 
requires patrol skills, then it is neces-
sary to identify specifi cally what he or 
she needs to be able to do. Defi ning 
necessary skills requires a full under-
standing of what these jobs entail, and 
this usually means research. For exam-
ple, major purposes of patrols include 
detecting and preventing unauthorized 
activity, ensuring compliance with orga-
nizational operations, inspecting phys-
ical security systems, and responding 
to emergencies. These are all complex 
actions, and they require specifi c skills 
to support them. 

Once all this is identifi ed, the next 
step is the creation and acquisition of 
course documents for both instructors 
and students. 

Instructor documents include lesson 
plans, course syllabi and maps, and 
marking rubrics. One of the most 
important documents is the lesson plan, 
in which the instructor details training 
topics, length of delivery, student activi-
ties, resources needed for content deliv-
ery, and detailed learning objectives. 
These learning objectives will focus on 
achievements such as knowledge acqui-
sition, cognitive skills enhancement, and 
psychometric skills development. 

The marking rubric is the document 
by which students are graded. A rubric 
helps both the instructor and student; 
it provides a road map for the consis-
tent marking of assignments. Finally, 

It is best for students to work in an active 
learning environment where they have an 

opportunity to practice skills.  
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course documents can also include 
participant manuals, textbooks, 
handouts, technical vendor literature, 
legislative statements, and presenta-
tion material.

Besides course documents, the pro-
gram may include training tools such 
as standard operating procedure and 
enterprise resource planning docu-
ments, any relevant legislation related 
to guarding or other relevant tasks, 
and personal protective equipment 
such as uniforms, masks, and weather 
gear. Any other equipment that the 
employee is expected to operate should 
be identifi ed. This may include fi re 
alarm panels, video surveillance, light-
ing controls, access control devices, 
and building management systems. 

Training Delivery 
and Adult Learning
Program content creation requires a 
key decision: how the training will be 
delivered. 

Generally, it is best for students to work 
in an active learning environment where 
they have an opportunity to practice 
skills. This is not always possible due 
to program limitations; sometimes it is 
necessary to deliver training in a passive 
environment. However, results are more 
likely to be disappointing with the latter 
method. It is also important to remember 
that the more time passes between learn-
ing and practicing, the less knowledge 
the student will retain. 

When considering content delivery, 
remember that there are several types 

of training and education categories, 
including cognitive, psychomotor, and 
aff ective. 

Cognitive training is generally consid-
ered to be foundational knowledge that 
provides the “why” of the material. For 
example, if the student is learning how 
to operate a fi re alarm panel, the training 
material could include the fi re code, the 
technical fi re panel manual, and the 
standard operating procedures. These 
documents provide information on how 
the panel operates and what is expected 
of the operator. 

Psychomotor skills development 
involves the actual hands-on operation 
of the fi re panel, including how to read 
the panel, how to answer the fi re phone, 
and how to acknowledge alarms. 
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As part of the author’s doctoral thesis, he conducted a 
thorough review of the Alberta Basic Security Training 
program in Alberta, Canada, from a security end user’s 
perspective. After interviewing security guards, managers, 
and trainers, these eight recommendations emerged.

Ensure that programs have the requisite and appropri-
ate training time to deliver material. 
Although there are guard duties that are common from 
program to program, there are also larger programs that 
offer extra content that goes beyond those common 
duties, which requires additional training time. If additional 
time cannot be committed, then the content should be re-
duced so that training time is suffi cient to cover the com-
mon guard duties. This is a case of quality over quantity.

Request the involvement of adult learning professionals 
in updating training material.
In some programs, students are trained in a passive envi-
ronment, in which they sit in class without the opportunity 
to practice the skills they are learning. Those responsi-
ble for ensuring that security offi cers are trained should 
request adult learner subject matter experts from the ed-
ucational community to assist in creating active learning 
training material for instructors to use. 

Adult learning professionals can provide valuable input 
to improve learning objectives and ensure that they are 
met. They can help implement a variety of content de-

livery methods and help a program move away from an 
instructor-centric approach and toward a student-centric 
one. Local or national education experts may also be able 
to assess trainer qualifi cation programs to determine if 
increased trainer qualifi cations are needed.

In some cases, the adult learning professional and sub-
ject matter expert can join forces in the training program. 
For example, the security practices expert may have 
expertise in report writing, patrolling, risk assessments, 
and physical security surveys. The learning professional 
can write the training content for the student's level and 
also mark rubrics, design lesson plans, and develop the 
appropriate delivery tactics. 

Add a mandatory practical element to the training 
program so that students have time to practice the 
material in class.
Reducing the training content to its essentials will 
provide more time for students to practice key skills in 
class. While one cannot force a student to read ma-
terial outside of the classroom, developing a training 
program based on homework has merit. Requiring 
students to be prepared upon arrival in the classroom 
should provide additional time for students to practice 
skills development in the classroom. 

For many programs, scenario-based training would be 
recommended as a useful mandatory practical element. 

Recommendations for Improving 
Existing Security Offi cer Training Programs 
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Aff ective training focuses on the ethics 
of operating the fi re alarm panel in the 
most professional manner possible. 

For all three of these categories, 
it is the responsibility of the trainer 
to understand the various teaching 
strategies and tactics available to them 
in order to best deliver the material. 
Here it is important to understand adult 
learning, which diff ers from child learn-
ing in several ways. 

First, adult learners have consider-
able personal experience to draw upon, 
whereas children are closer to blank 
slates. Second, adults have a desire to 
understand why they need to learn, 
so they can connect the eff ort with a 
desired outcome. Children, for the most 
part, learn because they are told to. 

Third, adults usually require oppor-
tunities to self-refl ect and internalize 
the knowledge they are gaining. In 
contrast, children will make sense of 
the content through socializing in class. 
Finally, adults know they learn best 
in certain ways and tend to stick with 
those methods, while children are more 
open to diff erent learning styles. These 
diff erences make it necessary for adult 
learning instructors to deliver training 
in a variety of ways.

Given the importance of adult 
learning, program trainers should be 
required to have formal training (certifi -
cation preferred) in adult learning and 
experience working in adult learning 
environments. Hiring trainers that 
lack formal training contradicts the 

program’s inherent message that train-
ing is crucial. Given this requirement, 
the hiring organization should be aware 
of adult learning opportunities in its 
region. Many universities and colleges 
off er adult learning certifi cates and 
train-the-trainer programs.

A good trainer should be able to 
explain how to create a training 
program, what the learning outcomes 
should be, and what tools will be used. 
In addition, trainers should be able 
to show examples of security training 
material they have created in the past. 

Within the style of adult learning, the 
trainer may employ a variety of teaching 
methods, including lecture, discussion, 
in-class student assignments, reading 
assignments, class discussion, and 

Committees of security industry experts should provide 
feedback on developing or improving existing content. 
The research into Alberta Basic Security Training found 
that in many cases no one could explain how program 
content decisions were made. Security training con-
tent should be developed by security practitioners for 
security practitioners. Industry experts should be asked 
for their input. Involving security industry end users on 
these committees would likely improve perceptions of 
program effectiveness and lead to improvements of 
existing programs. 

Licensing bodies should ensure that wait times for ob-
taining a security guard license are as short as possible.
Delays in licensing wait times can be a signifi cant barrier 
to hiring adequate staff to fi ll the requirements of secu-
rity services clients and in-house security departments. 
Some contract providers and in-house departments 
have positions that remain vacant for weeks or even 
months due to these delays. Licensing bodies should 
also consider seeking input from the security industry 
on how to reduce licensing wait times; some contract 
providers may have expertise in improving the effective-
ness of the licensing process, based on experience with 
other jurisdictions. 

Increase local language profi ciency requirements for 
applicants. 
It is in the best interest of all parties to improve the lan-
guage skills of applicants. When students are unable to 
participate fully in a class due to language issues, it has a 
negative impact on all the students in the class. 

Low language profi ciency reduces a security offi cer's 
ability to conduct investigations, write reports, assist the 
public, make emergency broadcast messages, or testify 
in court. Solid written and verbal communication skills 
should be required. 

The government should set minimum trainer standards 
to ensure that trainers have a profi cient level of secu-
rity experience, as well as adult learning training and 
delivery experience.
 This would mean that only those who have worked in 
the security industry for a minimum amount of time 
(likely three to fi ve years) would be allowed to deliver 
training. This would also mean that trainers would be 
required to prove their formal training certifi cations in 
order to provide training. 

 In some jurisdictions, trainers are currently required 
to have security experience unless they have law en-
forcement, corrections, or military experience. This is 
not the same as security work; equivalencies should not 
be allowed. 

Authorities should consider creating an industry panel of 
security practitioners to work with the licensing agen-
cies to monitor and manage the security offi cer training 
and licensing process.
Creating such a panel would help improve the profession-
alism of the guard industry and help address licensing 
issues. It would also improve communication between 
licensing offi ces and the security industry. This panel of 
experts could also participate in the implementation of 
many of the previous recommendations.
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fi eldwork with practice opportunities. 
As I learned when I informally trained 
our new hire as a service rig roughneck, 
hands-on exposure is one of the most 
eff ective methods of skill development 
training. Providing students with the 
opportunity to instruct content can also 
be an eff ective learning method, but for 
this to be successful, the instructor must 
provide the student with sound feedback. 

Testing 
Following content delivery, the instructor 
must decide how students will be tested 
on the material. Will there be immediate 
follow-up testing? What would that test-
ing look like? Will there be written exam-
inations, hands-on practice testing, or 
both? Will the tests be individual exams 
or graded group-based exercises?

This is where the marking rubric 
comes in handy. The rubric allows 
the instructor to provide guidance on 
how students will be tested and what 

assignments will consist of. Overall, 
the rubric tells the student what the 
instructor is looking for, and it lays 
out a consistent marking scheme that 
helps the instructor justify the grades 
handed out. The rubric is the road map 
for both parties. 

One of the more eff ective forms of 
testing is scenario-based, in which 
students are placed into a realistic work 
setting similar to one they might encoun-
ter in their jobs. This is an example of 
psychomotor based training, and it off ers 
students an opportunity to practice skills 
development in a safe setting. 

Finally, students can also be tested 
on fi eldwork. Here, the student is 
required to implement knowledge 
learned in a work setting. Aft erward 
comes a refl ection piece, whereby the 
student is required to write about the 
experience—an overview of what did 
and did not work, what they learned, 
and what they would do diff erently. 
Refl ection is a powerful learning tool.

Training Records 
and Evaluation
Evidence of training is important, so 
records of training should be retained. 
This practice serves all involved; the 
student has proof of course passage, 
the training program has enrollment 
records, and the future employer will 
have proof of training. 

One way of keeping training records is 
through the development of fi eld training 
manuals that can be assigned to each 
student guard. The manual can be built 
around standard operating procedures, 
and as the student is trained on each 
aspect of the job, both the trainer and 
trainee sign off  on each component. 

Finally, training programs need 
evaluation, and both the content and 
the instructor should be evaluated for 
eff ectiveness.

One evaluative option is the 
Kirkpatrick Model’s four-step methodol-
ogy, in which four questions are asked 
of the trainer: Did the students enjoy 
themselves? Did they learn the material? 
Did the training change the students’ 
behavior? Did the employer receive 
value for the training program? 

In addition, there are several learn-
ing theories that are relevant to pro-
gram evaluation, because they detail 
the complex learning process between 
trainer and trainee. One of these sets 
out criteria that must be met for the 
training to be successful, including the 
students’ physical and mental envi-
ronment, the reasons that students are 
in class, and the instructor’s ability to 
deliver complex themes.

Further Assistance
Finally, there are many reference 
documents available that may assist 
in the development of training pro-
grams. Some of them include the ASIS 
International Private Security Offi  cer 
Selection and Training guideline; the
Enterprise Security Competency Model; 
Security Supervision and Management,
Fourth Edition, by Davies, Hertig, 
and Gilbride; and The Professional 
Protection Offi  cer, Second Edition, by 
Davies and Fennelly. 

As I learned as a roughneck, training 
helps employees be more productive, 
and safer, work smarter and not harder, 
and enjoy their jobs more. While train-
ing is a complex process, a well-devel-
oped security offi  cer training program, 
led by instructors who are themselves 
well trained, will maximize the chances 
of success for all involved. 
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Prior to rise of the COVID-19 pan-
demic, security departments 
operating in sports entertainment 

contended with a wide range of consid-
erations and potential threats to players, 
staff , management, fans, and communi-
ties. Security must also consider when it 
is time to postpone or cancel an event, 
depending on the threat level posed. 

During the early spring of 2020, as 
new cases of COVID-19 rapidly spread, 
many sporting events around the world 
were altered, indefi nitely postponed, or 
outright cancelled. Now Cathy Lanier, 
senior vice president of security for the 
National Football League (NFL), con-
siders what the near future of sporting 
events may look like and security’s role 
in that environment. 

In addition to disruptions, the crisis 
also uncovered opportunities, Lanier 
says, citing the decision and execution 
of an online NFL Draft  Day, with players, 
managers, coaches, and announcers 

participating from their 
homes. Lanier notes 
that this event off ered 
a fresh form of enter-
tainment, its novelty 
and intimacy attracting 
families and potentially 
other viewers who 
would usually tune out 
such an event.

The following con-
versation has been 
edited for clarity and 
brevity. 

What other escalating actions 
or options are available to 
an organization before a 
postponement or cancellation? 
CL. Hurricanes, natural disasters, and 
other things can push an event, but 
COVID-19 is unique in that it is interna-
tional. There are components for a lot 
of the entertainment and venue world, 

both international and 
domestic. There are state 
and local laws and ordi-
nances that we have to 
consider, and it’s diff erent 
state by state. Most of our 
events involve bringing 
competition from one 
state to the next. If the 
rules are diff erent in 
each state, then that’s a 
problem for us, because 
there’s a competitive 

equity issue. They’re open-
ing up Georgia, for example, but not 
New England—how do you have a fair 
competition between those two clubs if 
one can get in and do a team practice 
and the other can’t? The pandemic has 
made this a much more complex deci-
sion-making process.

The list of things we have to con-
sider here is so much greater, espe-
cially for sports leagues, where you 
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Cathy Lanier, senior vice president of security for the National 
Football League, discusses how the coronavirus pandemic redefi ned 
the phrase “game changer” and how she is already looking at what 
lies ahead.

An Unusual Season
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have competition involved with the 
pandemic. And there are so many 
unknowns about this that create ad-
ditional complexities that you have to 
think through. 

But what is known is that it’s far more 
than a two-month scenario. This is a 
virus that’s not going to have a vaccine 
that is widely distributed arguably for 
a total of 18 months at the minimum. 
We’re hearing from experts that it’s 
likely to come back between November 
and March and strike again with an-
other spike. This is a scenario that’s go-
ing to be with us for the next year. We’re 
going to have to have multiple layers of 
plans that we can scale up and down 
depending on many factors.

As a security leader, are you 
responsible for maintaining all 
those potential scenarios or do 
you also rely on your team?
CL. Leadership is the lack of working 
by yourself. Trying to think through any 
complex scenario on your own is the 
worst way to do it. Two or three days 
aft er we went to mandatory work from 
home in most states, I formed multiple 
internal working groups. Within two 
weeks we expanded those groups to our 
internal business partners—our football 
operations or events people, our spon-
sorships, our fan satisfaction people—
because really a lot of what we’re going 
to be doing is understanding what the 
fans are feeling and looking for and 
what their comfort level is in the future. 

Within a few more 
weeks, we started adding our external 
partners—our stadium operations and 
stadium guest services people. 

Leading through this kind of com-
plex environment and engaging as 
many and as broad a group of stake-
holders as you possibly can, that’s 
the hard part. Have you thought of 
everybody that’s impacted? Have you 
missed any critical group or person 
that has potential answers or potential 
things that are going to be critical to 
your operations?

What are other options or 
factors are available to your 
organization that can help 
mitigate situations around 
an event?
CL. One of the things I did was I put 
together some guiding principles 
for my groups. Everything we do for 
planning around the pandemic has to 
follow the guidance provided by the 
U.S. Centers for Disease Control and 
Prevention (CDC) and the World Health 

Organization. You have to be in line 
with the leading experts on what we 
know about the virus, so that’s our ba-
sic guiding principle. 

Secondly, we try to mirror our rec-
ommendations and proposals on what 
we’re going to do with what national 
policy guidance has been. The White 
House and the U.S. Department of 
Homeland Security have both put 
out guidance policies, for example, 
answering the question as to who is 
an essential worker. But we also have 
to make sure that whatever we decide 
is in compliance with corresponding 
state or local executive orders. With the 
draft , we had to look at the state and 

local executive orders for 
all 32 clubs for every place 
where we had a general 

manager, a head coach, a 
prospect, and an agent. That 

was a lot. 
The last of the three, and perhaps 

the most important of the guiding 
principles, is prioritizing the health 
and safety of our employees, our 

players, our club staff , and the fans. If 
we’re not prioritizing the health and 
safety of all those constituents, then 
our plans aren’t eff ective. We have to 
make them the priority. If it’s not safe, 
then we need other alternatives. 

The draft  was that scenario. We 
couldn’t come up with a plan to do it 
safely the way it’s always been done 
and in compliance with those other 
guiding principles, so we had to come 
up with a way to do it that met all of 
these parameters. 

All those things are predicated on the 
essential factors: Are cases increasing or 
declining? If we don’t have adequate per-
sonal protective equipment  or screening 
and testing equipment to do our job, then 
we can’t push people into the workplace. 
And what’s the treatment capacity? Are 
hospitals in the area overwhelmed? If 
they’re building temporary hospitals, we 
probably shouldn’t be thinking about 
opening anything up. All those things are 
guiding our decisions here. To make the 
decision normally as a leader, you think 
about four or fi ve things. This is a long list 

anization

55
JUL 2020 | SECURITY MANAGEMENT 

0720 Mosqueda C.indd   550720 Mosqueda C.indd   55 06/09/2020   12:04:22 PM06/09/2020   12:04:22 PM



of considerations, so it’s very, very com-
plex, and I think that’s just the nature of 
a pandemic.

These three guiding principles that 
you’re using to address dealing 
with COVID-19, are they based on 
ones that you might use normally 
in planning security around 
events?
CL. I think the normal ones I would use 
would be prioritizing the health and 
safety of our employees, our players, our 
coaches, our club staff , our fans—that’s 
something I use every day. I’m making 
sure that everyone who comes to our 
events is safe—that’s a normal planning 
assumption. 

Another normal planning assumption 
is that people can enter our workspace 
and feel comfortable in that workspace, 
not like they’re under some sort of police 
state, like security is overwhelming. 

I also always think about being fl ex-
ible. We’ve got to be able to make deci-
sions on the fl y, and in order to do that 
you have to have multiple options in your 
head. You have to have business continu-
ity, and you have to have a plan. Those 
are the normal assumptions. 

Developing multiple options allows 
you to be fl exible and move between 
these options quickly—so we may start 
loosening up all our guidance and return-
ing people to work, to play, and moving 
forward, and the second wave could hit 
in November. Then you’d better be able to 
scale back very quickly. 

With all those decisions in mind, 
why would you choose to keep 
supporting an event?
CL. I think the draft  is another good 
example. There was trepidation from 
the public, from the press, from the 
league perspective about going forward 
with the draft  given the crisis that was 
going on around the pandemic. But if 
we could do it safely by playing within 
all the rules and not putting anybody’s 
safety in jeopardy, wouldn’t it be a great 
thing to give something like the draft , 
raise their spirits, and engage them with 
a form of entertainment?

A healthy society needs engagement, 
it needs entertainment, it needs some-
thing to celebrate as leisure. 

For us in the entertainment and sport-
ing industry, we’ve got to decide where 
the line between healthful and harmful 
is. People need this, but they don’t need it 
to a point where we’re going to put people 
in jeopardy to do it. So if we stick within 
those guiding principles and we can say 
yes to all of those things in the guiding 
principles, then we say yes, we’re moving 
forward with an event. Then we have an 
obligation to go forward, and we should 
go forward to make sure that the country 
and people get what they need from en-
tertainment and engagement.

So, at what point would an event 
become untenable?
CL. If you’d asked me six months ago 
if it’s easy to make decisions whether 
to go forward with a game or an event 
based on threats, I’d say no, it’s terribly 
hard. But now, I think the decisions on 
whether to go forward with an event 
are easy compared with what we’re 
facing today. 

If there’s a hurricane coming up 
the southeast coast and it’s due to 
make landfall on Saturday aft ernoon 
and then slowly move up the coast 
Sunday, Monday, Tuesday, Wednesday, 
Thursday—it could impact a signifi cant 
football market. Not only all the sta-
diums along the southeast coast but 
also all those teams that have games 
other places. If a team has to get on a 
plane and fl y out to Colorado to play a 
game, that game’s in jeopardy as well. 
So, we have contingency plans that we 
look at. How do we take that impacted 
market and do we have alternate games 
we can get them to play? Can they take 
a bus and travel to the market where 
they’re going to play the game? Do we 
have another stadium they can play in? 
Is it open? Is there something else al-
ready scheduled for that day? So, what 
seemed like a complex decision to me 
six months ago, now is a walk in the 
park. Those are easy decisions now. 

And then there are other threats that 
can impact whether we go forward with 

a game. We get bomb threats, we get 
call-in threats, and we get people posing 
threats to players and offi  cials. We have 
to make decisions sometimes about 
whether we feel safe going forward. We 
have a matrix that we use to improve 
those decisions. This is a game changer. 
It’s a very diff erent decision process.

Are there any other types of 
incidents besides threats that 
might alter an event?
CL. We also have to think about the psy-
che of the fans and the community. So, 
it may not be something that’s isolated 
to the team, the game, the stadium, but 
it may be something that’s just tragic 
that just happened in that particular 
community. Maybe a tornado came 
through a week earlier and 50 people 
were severely injured or killed, and the 
law enforcement resources are really 
stressed. Do we want to go forward with 
the event in a community that’s suff er-
ing some sort of trauma? Do we want 
to dump an event in that community 
that’s going to take away their resources 
or have an impact on the community? 
Those are all critical factors in deciding 
whether an event goes forward.

With that in mind, all the factors 
that go into these decisions, 
how do you explain the call to 
not have an event as originally 
intended to stakeholders?
CL. As we work through these de-
cisions, one of the key factors we’re 
always thinking of is how does this feel 
to people when we say that we’re not 
going forward. As we’re going through 
that matrix, it starts to become more 
and more clear that this is the right 
thing to do.

The communications come easy. If 
you think through all of those things—
who’s impacted, why they’re impacted, 
how they’re impacted—your decisions 
will be based on the philosophy of do-
ing the right thing for the right reasons. 
You think through these things prop-
erly, you go through that decision-mak-
ing process, then the public message 
is very simple. The public realizes that 
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you’re making a decision that’s the 
right decision to make. 

Will there always be 100 percent of 
people that support your decision? 
Absolutely not. But I think in general, if 
you make decisions based on the right 
information, the messaging is easy.

Does security’s role change after 
postponing or cancelling an 
event?
CL. Oh, sure. There’s a security ele-
ment to every decision that’s made, in 
my opinion. That’s my job—to think 
through what the security impact is of 
every decision, no matter how benign it 
might look. 

If we think about what security 
looks like two years from now, based 
on what’s happening right now, that’s 
what I’m thinking about right now. 
What are our fans’ expectations when 
they come to the stadium two years 
from now when there’s no pandemic? 
What are employees’ expectations 
about what we want them to do to per-
form security and guest services in the 
future? 

Security is more than just physical 
security and cybersecurity. It’s really 
about protecting the partnerships, the 
brand, the investments—we look at all 
of those things.

In a post-coronavirus world, do 
you see the public anticipating 
sporting or entertainment events 
under a new normal?
CL. Sure! I laugh now about how many 
times I threw around that phrase, 
“Oh this is a game changer,” because 
nothing in my lifetime has been a game 
changer like this. 

Why would you now invest in that 
retail or that rental space to put your 
employees all in one place where their 
productivity is probably not as good 
as when they were at home? And does 
that impact the job market? People 
don’t have to relocate, so you’re sav-
ing a ton of money on relocation fees, 
housing fees, and moving expenses. 

All of those things that people are 
thinking and discussing right now about 

the work from home—“Is this going to 
change the way people do things in the 
future?”—the same is true for security. 

We constantly survey our fans to see 
what their feelings are about screening, 
feeling safe, some level of protection. 
There are all kinds of new technologies 
now that are being developed to sup-
port large events. So, I think the whole 

world looks diff erent for us two years 
from now. Everything looks diff erent. 
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ongjin Tan had a good job. A 
Chinese national and U.S. legal per-
manent resident, he was employed 

as an associate scientist for a U.S. petroleum 
company to work with a team developing the 
next generation of battery technologies for 
stationary energy storage. 

But aft er just over two years at the company, 
Tan contacted his supervisor on 12 December 

2018 to give his two weeks’ notice. Tan said he 
wanted to return to China because, as an only 
child, he needed to be there to care for his 
aging parents. He did not have a job lined up 
back home but was in negotiations with a few 
battery companies about a position.

Aft er Tan gave his notice, the company—
following security procedures—revoked his 
access to company systems and reviewed his 
recent computer activity. What it found was 
concerning.

Tan had accessed hundreds of corporate 
fi les, including reports on how to make a 
specifi c product and the plans to market 
that product in China. The information was 
considered a trade secret and outside the data 
Tan needed access to for his job. The review 
also found that Tan downloaded restricted 

The United States is facing an 
unprecedented wave of attempts to obtain 

intellectual property and trade secrets. 
Nearly all of them are coming from China.
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fi les outside of his scope of work to a personal 
thumb drive, without authorization.

The company escorted Tan from the 
property aft er the review and banned him 
from returning. Later that same evening, Tan 
texted his former supervisor, admitting that 
he had a USB drive with lab data on it that he 
had been planning to write a report on from 
his home. He was asked to return the drive, 
which he did. The drive contained research 
documents that had signifi cant value for the 
company and were marked as confi dential 
and restricted.  

The next evening, Tan went to dinner with a 
former colleague and confessed that on a trip 
to China in September 2018 he had interviewed 
at a Chinese company and been in constant 
contact with company offi  cials. The company, 

based in Xiamen, had developed production 
lines for diff erent battery materials. 

The former coworker reported the conversa-
tion to the company, which reached out to the 
FBI to report a theft  of trade secrets. The Bureau 
analyzed the corporate laptop Tan had been 
using and found a letter from the company in 
Xiamen dated 15 October 2018. The letter con-
fi rmed that Tan would be the energy new mate-
rial engineering center director at the company, 
as long as he guaranteed that information he 
had provided and would provide in the future 
was “real and eff ective.”

Tan was charged with the theft  of a trade 
secret, unauthorized transmission of a 
trade secret, and unauthorized possession 
of a trade secret. He later pled guilty to the 
charges and was sentenced to 24 months in a 
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U.S. federal prison for stealing informa-
tion worth more than $1 billion. 

“American companies invest heavily 
in advanced research and cutting-edge 
technology. Trade secret theft  is det-
rimental to our national security and 
free-market economy,” said Melissa 
Godbold, special agent in charge of the 
FBI Oklahoma City Field Offi  ce—which 
handled Tan’s case. “It takes profi ts 
away from companies and jobs away 
from hardworking Americans. The 
sentencing of Hongjin Tan underscores 
the FBI’s commitment to protecting our 
country’s industries from adversaries 
who attempt to steal valuable propri-
etary information.” 

While the facts of Tan’s case are 
unsettling, they are not entirely unusual. 
The FBI has more than 1,000 intellectual 
property (IP) theft  cases open involving 
individuals associated with the People’s 
Republic of China. And those theft s have 
cost the United States nearly $500 billion 
a year, says William Evanina, director 
of the National Counterintelligence and 
Security Center (NCSC). 

“We’ve never seen the likes of eco-
nomic espionage that we’ve seen in 
the past 24 months,” he explains. “And 
a majority of that has come from the 
Communist Party of China.”

China’s Rise 
Prior to the coronavirus pandemic, 
China’s economy was growing rapidly—a 
trend that had continued for years, 
making its economy second only to that 
of the United States. 

The expansion of China’s economy 
followed the opening of the country 
in the 1980s and the growth of its 
middle class. The Chinese Communist 
Party also laid out strategic goals for 
the groundwork that would allow it to 
one day take a dominant position in 
producing advanced technologies to 
ensure its national security and global 
economic position.

To achieve these goals, China 
invested in human capital, infra-
structure, and research within its 
own borders and abroad. It became a 
major investor in technology fi rms and 

promoted research and study at foreign 
institutions. China also weakened 
internal regulatory barriers for busi-
nesses—which allowed domestic fi rms 
to fl ourish—along with creating subsi-
dies to build national champions. 

“China’s leaders want to move away 
from a dependence on foreign technol-
ogy, so that China moves up the produc-
tion value chain and is no longer just 
the assembler of other nations’ intel-
lectual property,” wrote James Lewis, 
senior vice president and director of the 
Center for Strategic and International 
Studies’ (CSIS) Technology Policy 
Program, in an analysis of China’s 
economic and trade practices. “Since 
the 1980s, China has sought to build a 
strong technology base and has made 
repeated eff orts to achieve this. The pri-
mary motivation is to enhance China’s 
security and national power.”

A prime example of this is China’s 
aviation sector, which originally relied 
on Soviet-based manufacturers. When 
China opened its economy, other nations 
moved to partner with China to produce a 
better-quality product.

“Part of the requirement imposed on 
them for market access was coproduc-
tion, where Chinese aviation companies 
worked with Western aircraft  fi rms to 
make parts for Western commercial 
aircraft  or help assemble them,” Lewis 
explained. “Coproduction, over 20 years, 
taught Chinese companies essential 
production know-how, and the quality of 
Chinese aircraft  has improved markedly.”

This improvement, in turn, might 
encourage the Chinese government to 
pressure domestic airlines to buy these 
Chinese-made products while also impos-
ing barriers for foreign fi rms to compete 
in its market.  

“Chinese policy is to extract technol-
ogies from Western companies; use subsi-
dies and nontariff  barriers to competition 
to build national champions; and then 
create a protected domestic market for 
these champions to give them an advan-
tage as they compete globally,” Lewis 
explained in his research. “Huawei is 
the best example of a globally dominant 
Chinese company built along these lines, 
but there are others. A senior Chinese 
offi  cial once remarked that if China 
had not blocked Google from the China 
market, there would be no Baidu,” one of 
the largest Internet and AI companies in 
the world.

While much of China’s ability to 
acquire technology and intellectual 
property was done through foreign direct 
investment, it also has carried out a broad 
cyber espionage campaign—beginning in 
the 2000s and continuing today.

“The Chinese discovered that the 
Internet gave them unparalleled access 
to poorly secured Western networks,” 
Lewis explained. “Cyber espionage is 
accompanied by collection eff orts by 
human agents, both in China and in other 
countries, but the most rewarding collec-
tion programs have shift ed from human 
agents targeting Western facilities located 
in China to cyber espionage.”

China has also engaged in a cam-
paign of commercial espionage, target-
ing Western companies at an extremely 
high rate.

“They’re not just targeting 
defense sector companies,” said FBI 
Director Christopher Wray at the U.S. 
Department of Justice’s China Initiative 
Conference in February 2020. “The 
Chinese have targeted companies 
producing everything from proprietary 
rice and corn seeds to soft ware for wind 
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turbines to high-end medical devices. 
And they’re not just targeting innova-
tion and R&D. They’re going aft er cost 
and pricing information, internal strat-
egy documents, bulk [personally identi-
fi able information (PII)]—anything that 
can give them a competitive advantage.”

One example is the massive Equifax 
breach that compromised data on 
nearly every American and several 
thousand Canadians. Along with the 
charges of violating the Computer Fraud 
and Abuse Act, the U.S. Department of 
Justice also charged four members of 
China’s People’s Liberation Army (PLA) 
with trade secret theft  for allegedly 
acquiring Equifax’s data compilations 
and database designs. 

“Unfortunately, the Equifax hack fi ts a 
disturbing and unacceptable pattern of 
state-sponsored computer intrusions and 
theft s by China and its citizens that have 
targeted personally identifi able informa-
tion, trade secrets, and other confi dential 
information,” said U.S. Attorney General 
William Barr in a statement. 

China has repeatedly denied that it 
was involved in any way in the Equifax 
breach and data theft . China’s Foreign 
Ministry Spokesman Geng Shuang told 
the Associated Press that China is com-
mitted to “fi rmly oppose and combat 
cyberattacks of any kind” and that its 
institutions “never engage in cybertheft  
of trade secrets.”

According to the U.S. intelligence 
community and the FBI, China has also 
targeted hospitals and research institu-
tions to obtain insights into their work 
and provide it to domestic institutions. 
In a virtual conference hosted by the 
Aspen Institute in April 2020, FBI Cyber 
Division Deputy Assistant Director 
Tonya Ugoretz said the Bureau has seen 
increased reconnaissance and cyber 
intrusions of the U.S. healthcare sector 
and research institutions to gain insight 
into how they are addressing the coro-
navirus pandemic—especially organiza-
tions that have made announcements 
about their COVID-19 research.

“There are certainly good reasons for 
those institutions to tout the work they’re 
doing and educate the public on the 

To help prevent the theft of 
intellectual property—espe-
cially when more people than 
ever are working remotely 
and connecting to corporate 
assets from home—Security 
Management spoke with 
Sandra Stibbards, owner 
and president of Camelot 
Investigations and member 
of the ASIS Investigations 
Council. 

Stibbards regularly works 
with clients to investigate inci-
dents of intellectual property 
and trade secret theft, and to 
help them prevent those thefts 
in the future. She shared with 
us some of her best practices.

Check. Before a poten-
tial employee is brought on 
board, the organization should 
conduct a full background 
check—including full criminal 
and civil checks to provide 
information on if the individual 
has declared bankruptcy, has 
existing liens, or other judg-
ments that the organization 
should be made aware of.

Stibbards also recommends 
employers provide notice to 
employees that they may do 
an annual update on back-
ground checks—even if the 
employer does not anticipate 
doing yearly reviews.

“It leaves them open to 
implementing them,” Stibbards 
says. “All employees need to 
be aware that they can be 
looked at annually…it can keep 
people on the straight and 
narrow.”

Monitor. When employees 
are onboarded, they should be 
informed that all of their activ-
ity on work computers and 
networks will be monitored. 

Employers should also set up a 
disclaimer that pops up every 
time an employee logs into 
their work computer to remind 
them.

“I advise that from day one, 
employees are informed that 
they are monitored—their work 
cell phone, laptop, desktop, 
that the company can access it 
at any time,” she says. 

Additionally, Stibbards says 
that IT departments should 
work to segment corporate 
networks so individuals have 
access only to information 
they need to do their job. IT 
should also be able to monitor 
that internal network to detect 
if an employee—or an out-
sider—is improperly accessing 
corporate data.

Educate. Employers should 
also educate their workforces 
about the threat of intellectual 
property and trade secret theft 
and how to protect them-
selves from falling for common 
attempts to obtain the ability 
to access that information, 
such as phishing attacks.

For instance, a common 
tactic used by malicious 
actors is to send an email that 
appears to be from a victim’s 
bank encouraging the recipient 
to click a link to follow up on a 
reported incident of fraud.

“Don’t click on anything—
step outside of it. Log in 
directly to your bank site or 
call the company to verify 
it yourself,” Stibbards says. 
“Take a step back, take a deep 
breath, and don’t click or hit 
enter. These simple things 
can help avoid scams, theft of 
your product, or stealing of 
your fi les.”

How to Help Prevent IP Theft
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work they are doing,” Ugoretz said. “The 
sad fl ip side is that it kind of makes them 
a mark for other nation-states that are 
interested in gleaning details about what 
exactly they’re doing—and maybe even 
stealing proprietary information those 
institutions have.”

This type of activity did not begin as 
the coronavirus was spreading, but has 
been occurring for some time, Evanina 
says, and is related to China’s Thousand 
Talents Plan. The plan, issued in 2008, 
incentivizes individuals engaged in 
research and development in the United 
States to provide that knowledge to China 
in exchange for salaries, research fund-
ing, lab space, and more, according to a 
U.S. Senate Homeland Security report. 

Recently, the former chair of Harvard 
University’s Chemistry and Chemical 
Biology Department, Dr. Charles 
Lieber, was arrested and charged 
with making a false statement to 
law enforcement when he allegedly 
lied about being involved with the 
Thousand Talents Plan. 

In his role at Harvard, Lieber 
received more than $15 million in grant 
funding from the National Institutes 
of Health and the U.S. Department of 
Defense for his research into nanosci-
ence. The grant funding required him 
to disclose signifi cant foreign fi nancial 
confl icts of interest, such as funding 
from foreign governments. 

“Under the terms of Lieber’s three-
year Thousand Talents contract, 
Wuhan University of Technology (WUT) 
paid Lieber $50,000 per month, living 
expenses of up to 1 million Chinese 
Yuan, and awarded him more than 
$1.5 million to establish a research 
lab at WUT,” according to the U.S. 
Department of Justice (DOJ). “In return, 
Lieber was obligated to work for WUT 
‘not less than nine months a year’ by 
‘declaring international cooperation 
projects, cultivating young teachers 
and PhD students, organizing inter-
national conference[s], applying for 
patents, and publishing articles in the 
name of’ WUT.” 

Lieber allegedly told investiga-
tors in 2018 that he was not asked to 

participate in the Thousand Talents 
Program, but he was unable to say how 
China categorized his work, according 
to the DOJ.

These kinds of partnerships, intru-
sions, and theft s show that while China 
is interested in obtaining intellectual 
property and trade secrets, it also needs 
to understand the business process to 
be able to use them. 

“It does little good to steal intellectual 
property if you do not have the expertise 
to use it, and until recently, this was 
true for much of China’s espionage in 
advanced technology,” Lewis explained. 
“What has changed in the last decades 
is that China has realized that acquiring 
‘know-how’ is more important than 
acquiring IP. In many cases, China now 
has the money and the skill to use much 
of the IP it has acquired licitly or illicitly.”

  
Mitigating the Threat
While China’s ability to acquire intellec-
tual property and trade secret infor-
mation is concerning for its economic 
impact, it also has ramifi cations for its 
adversaries’ national security.

In its 2020–2022 national strategy, the 
NCSC included countering the exploita-
tion of the U.S. economy as one of its 
strategic pillars.

“Adversaries use front companies, 
joint ventures, mergers and acquisi-
tions, foreign direct investment, and 
talent recruitment programs to gain 
access to and exploit U.S. technology 
and intellectual property,” the strategy 
said. “They also infl uence and exploit 
U.S. economic and fi scal policies and 
trade relationships.”

While costing Americans billions 
of dollars, this transfer of knowledge 
“harms U.S. economic, technological, 

and military advantage in the world,” the 
strategy explained. “It puts at risk U.S. 
innovation and the competitiveness of 
American companies in world markets.”

And that activity is not limited to 
the United States alone; members of 
the NATO alliance are seeing similar 
attempts by China to acquire intellec-
tual property and business processes, 
particularly in the energy sector, says 
Evanina, who also acts as the chair of 
counterintelligence for NATO.

One of the major challenges in miti-
gating the threat, however, was a lack of 
awareness from the private sector about 
China’s activity.

“China is stealing their stuff —not 
our stuff ,” Evanina tells Security 
Management. “We need to provide infor-
mation to allow CEOs to make risk-based 
decisions based on our strategy.”

To help raise awareness, the NCSC 
began partnering with academic associa-
tions and U.S. Senators Richard Burr and 
Mark Warner to conduct briefi ngs with 
college and university presidents. 

“We brought in 150 university presi-
dents and gave them a classifi ed brief-
ing,” Evanina says. “And the FBI provided 
the opportunity for them to see classifi ed 
cases, strategic plans by the Chinese to 
educate them about the threat.”

The NCSC has used a similar approach 
to briefi ngs with CEOs, CISOs, and CSOs. 
So far, Evanina estimates that they have 
reached 14,000 executives in the private 
sector where the NCSC laid out the eco-
nomic impact of China’s activities. 

Providing this information and insight 
is critical, Evanina adds, because the U.S. 
government historically has not done the 
best job explaining the threat in a way 
that allows institutions to take action to 
mitigate it. 

0720 Gates C.indd   620720 Gates C.indd   62 06/09/2020   11:30:19 AM06/09/2020   11:30:19 AM



 63
JUL 2020 | SECURITY MANAGEMENT 

During these briefi ngs, leaders are 
instructed to identify what it is their orga-
nization makes or sells that is critical to 
the sustainability of their company, create 
mechanisms to protect those assets, 
share the protective steps with stakehold-
ers, and build internal employee support 
for protecting corporate assets.

Evanina says the briefi ngs also 
focus on encouraging organizations to 
enhance their overall security posture 
and encouraging them to create insider 
threat programs.

“Some companies in the private sector 
sometimes don’t want to spend a lot of 
money on security,” he adds. “Make your 
security posture part of your mission. 
Once a quarter…we want you to bring in 
the following people: your CEO, general 
counsel, CIO, CISO, chief data offi  cer, 
head of procurement, head of HR, and 
your head of physical security. Have a dis-
cussion about enterprisewide security…
because they all need to be part of your 
enterprise security posture.”

Evanina also suggests conducting 
tabletop exercises that walk stakeholders 
through handling a data breach or hiring 
an individual who turns out to be sharing 
trade secret information. 

“Walk through that crisis plan and 
identify who you’re going to call, how 
you’ll notify your stockholders and share-
holders and share what you’ve done,” 
Evanina adds. 

The NCSC’s work is just one part 
of the executive branch’s action to 
mitigate China’s activities. The U.S. 
Department of Justice also stood up 
a China Initiative, overseen by John 
Demers—assistant attorney general 
for the National Security Division—to 
protect U.S. technology. 

“In addition to identifying and pros-
ecuting those engaged in trade secret 
theft , hacking, and economic espionage, 
the initiative will increase eff orts to 
protect our critical infrastructure against 
external threats, including foreign direct 
investment, supply chain threats, and 
the foreign agents seeking to infl uence 
the American public and policymakers 
without proper registration,” according 
to a fact sheet.  

Since its inception in 2018, the China 
Initiative has led to numerous indict-
ments for charges of trade secret theft  
and disclosure failures—like those 
brought against Tan and Lieber. It has 
also worked with companies that have 
had intellectual property or trade secrets 
stolen to prevent the thieves from turning 
that information into a profi t.

For instance, Chinese company Fujian 
Jinhua allegedly stole intellectual prop-
erty from U.S.-based chip manufacturer 
Micron. Micron coordinated with the 
initiative and was able to work with the 
U.S. federal government to fi le a civil law-
suit to prohibit Fujian Jinhua’s ability to 
obtain the necessary materials to produce 
Micron’s chips.

The U.S. Treasury Department’s 
Committee on Foreign Investment in the 
United States (CFIUS) is also playing a 
role. The committee is required to review 
certain transactions that involve foreign 
investment in the United States—along 
with some real estate transactions by for-
eigners—to determine if they will impact 
America’s national security. 

In 2018, U.S. President Donald Trump 
signed into law the Foreign Investment 
Risk Review Modernization Act 
(FIRRMA). The law was designed to mod-
ernize CFIUS’ role aft er congressional 
analysis by the U.S. Senate Intelligence 
Committee found that China was invest-
ing heavily in American technology fi rms 
to gain access to assets that could have 
national security ramifi cations.

FIRRMA allows the committee to 
review investment in U.S. businesses 
that own, operate, manufacture, supply, 
or serve critical infrastructure or create 
critical technologies. If the investment 
would allow a foreign government to 
become a partial owner, the investment 
could be denied on national security 
grounds. 

“FIRRMA has been relatively suc-
cessful for a number of reasons—
Chinese investment has declined about 
three-quarters,” Lewis tells Security 
Management. “Some of that was the 
Chinese putting restrictions on wealthy 
Chinese moving money out of the 
country, but some of it was the response 

to the fact that eff orts to buy high-tech 
companies are routinely denied now.”

The United States and China did sign 
a historic trade agreement in January 
2020, which included provisions on 
respecting intellectual property rights 
and enforcement against misappropri-
ation of trade secrets and confi dential 
business information. But many, includ-
ing Lewis, are skeptical.

“IP protection has been part of the 
trade deal with China, but everyone I 
talk to doesn’t believe it will have any 
eff ect,” he says. “The Chinese will agree 
and then continue to cheat. So, we need 
to think of something beyond bilateral 
trade deals, and the chance for partner-
ship is out there.”

Instead, Lewis says the United States 
will need to partner with others to 
prevent Chinese investment or involve-
ment until it changes how it acquires 
intellectual property and shields its 
domestic fi rms from competition. In 
conversations with representatives from 
the European Union and other regions, 
Lewis says they also said they need 
to tighten their controls on Chinese 
investment. 

“The Japanese feel that way. 
The Australians feel that way. The 
Europeans are moving in that direction, 
so China’s behavior is causing concern 
for everyone,” Lewis says. “That’s an 
opportunity for the [Trump] adminis-
tration. They haven’t been able to take 
advantage of it yet, but this isn’t just the 
United States.” 

Ultimately, China must be required 
to honor its international obligations 
as a member of the World Trade 
Organization (WTO), he adds. 

“Countries that are members of WTO 
need to hold China accountable for its lax 
enforcement of IP rules,” Lewis says. “I 
don’t see that happening, but that’s what 
it would take—for people to say this kind 
of behavior is unacceptable.” 
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“One of the most valuable assets of 
ASIS International membership is the 
ability to access information and ex-
pertise,” says Eddie Sorrells, CPP, PCI, 
PSP, ASIS council vice president. “The 
transition from councils to communities 
brings this value to the forefront of each 
member’s experience.”

There is a community for every line of 
work in the security profession—from 
executive protection to banking and 
fi nancial services, from information 
technology to petrochemicals. Other 
communities connect members from all 

industries with an interest in networking 
with women in security or young profes-
sionals. In these communities, members 
can ask questions, share insights, fi nd re-
sources, and build valuable connections. 

“Open communities provide a perfect 
conduit for members to receive instan-
taneous feedback from our security 
peers,” adds Donna Kobzaruk, ASIS 
council vice president. 

Explore ASIS subject area communi-
ties at asisonline.org/communities and 
become involved with the ones most rele-
vant to your own expertise and interests.

OVER THE PAST YEAR, ASIS volunteers have worked to further the reach of ASIS 
councils and connect more members—by transitioning the councils into communi-
ties on ASIS Connects. 

With the onset of the COVID-19 pandemic in early 2020, volunteers quickly rallied 
to turn their planning eff orts into reality, launching 34 ASIS subject area communi-
ties by June. These communities open new ways for members to connect with their 
industry peers for helpful resources and discussions around the professional con-
cerns that matter most to them. 

COUNCILS 
TO COMMUNITIES

ASIS Global Board 

and Investigations 

Community member 

Pablo Colombres, 

CPP (center), 

confers with 

colleagues in front 

of council kiosks 

at Global Security 

Exchange (GSX) 2019.
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ASIS SUBJECT 
MATTER 
COMMUNITIES
• Banking and Financial Services 
• Commercial Real Estate 
• Crime Prevention 
•  Crisis Management 

and Business Continuity 
• Cultural Properties 
• Defense and Intelligence 
•  Enterprise Security Risk 

Management (ESRM) 
• Executive Protection 
• Fire and Life Safety 
•  Food Defense and 

Agriculture Security 
• Gaming and Wagering Protection 
•  Global Terrorism, Political Instabil-

ity, and International Crime 
• Healthcare Security 
•  Hospitality, Entertainment, 

and Tourism Security 
• Human Threat Management 
• Information Technology Security 
• Intellectual Property Protection 
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ACTIVE ASSAILANT 
ANNEX IN REVISED 
STANDARD
As employees around the globe return to 
work following the COVID-19 pandemic, 
it is more important than ever that or-
ganizations have a workplace violence/
active assailant program in place. Aft er 
months of heightened stress, anxiety, 
and fear, organizations need to have 
procedures in place to detect and resolve 
concerning behavior in employees re-
turning to workplaces.

In June, ASIS International published 
the fi rst revision of the Workplace Vio-
lence and Active Assailant—Prevention, 
Intervention, and Response (WVPI AA) 
standard in nine years. This standard de-
livers best practices from industry experts 
that organizations can use to help build 
workplace violence programs or to im-
prove upon ones that are already in place.

First published in 2011 with the part-
nership of the Society for Human Re-
source Management (SHRM), the WVPI 
AA standard provides an overview of 

policies, processes, and protocols that 
organizations can adopt to help identify, 
assess, respond to, and mitigate threat-
ening or intimidating behavior and vio-
lence aff ecting the workplace. 

The standard: 
•   Describes the personnel within or-

ganizations who typically become 
involved in prevention and interven-
tion eff orts; 

•   Outlines a proactive organizational 
approach to workplace violence 
focused on prevention and early in-
tervention; and

•   Proposes ways in which an organi-
zation can better detect, investigate, 
manage, and—whenever possible—
resolve behavior that has generated 
concerns for workplace safety from 
violence. 

New in 2020 is an Active Assailant An-
nex that provides actionable prevention, 
intervention, and response guidance 
that personnel can turn to when protect-
ing facilities against these threats. 

“The newly revised Workplace Vio-
lence and Active Assailant—Prevention, 
Intervention, and Response standard 
is an updated, current, and relevant 
standard for use by both the public and 
private sectors,” says Michael A. Crane, 
Esq., CPP, chair of the ASIS WVPI AA 
Technical Committee. “The annex pro-
vides guidance on issues and conditions 
that are normally not addressed in a typ-
ical workplace violence incident, such 
as a site becoming a crime scene and 
being unavailable for a period of time, 
establishment of a family notifi cation/
reunifi cation center and a communica-
tion area, business continuity issues, 
and behavioral science and psychology 
implications of those exposed to the 
trauma scene.”

ASIS standards and guidelines serve 
as a critical resource and business tool 
for ASIS members, as well as the broader 
security industry and business commu-
nity around the globe. New pricing that 
debuted in April provides ASIS members 
with 55 percent savings on print copies 
of ASIS standards and guidelines. Mem-
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bers enjoy unlimited online access to 
all standards and guidelines.

Learn more about the WPVI AA 
standard and the brand-new Security 
Awareness standard, coming soon, at 
asisonline.org/Standards.

LIFE MEMBER
ASIS congratulates Rebekah Wells for 
achieving life membership. An ASIS 
member for 23 years, she has been an 
active volunteer for many of those years. 
Wells has served ASIS as a regional vice 
president and a senior regional vice 
president. She also fi lled many leader-
ship roles for the Greater Los Angeles 
Chapter, including chapter chair, vice 
chair, and secretary. In addition, Wells 
served on the ASIS Awards Committee 
for several years.

MEMBER BOOK REVIEW
Watch My Sheep: Establishing and 
Managing Your Security Ministry. 
By Jack Rolfe. Jack Rolfe; jackrolfe.
com; 162 pages; $20. 

An introduction to developing and 
implementing security procedures for 
houses of worship, Watch My Sheep is 
designed for the layman. While leaning 

towards evangelical churches, the book 
off ers practical suggestions gleaned 
from author Jack Rolfe’s experience as 
a church security administrator. It will 
benefi t pastors and individuals who 
are interested in security; however, it 
falls short in the areas of research and 
technical recommendations to assist the 
security professional.  

The fi rst paragraph states, “In the 
past, churches were off  limits to most 
criminals. Everyone respected our 
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WEBINARS
JULY

8 CPTED for Beginners

15 The Science of School Shootings: Tra-
ditional Lockdown Versus Multi-Option 
Responses

29 The Dirty Dozen: Twelve Operational 
Security Core Areas That Fit Any Orga-
nization

View all educational off erings at 
asisonline.org/education.

#MYASIS IMAGE OF THE MONTH

PABLO COLOMBRES, CPP

To our members, colleagues, friends, and family of ASIS International: 
we are going through diffi cult times today but, we will overcome these 
challenges and be stronger tomorrow. Wherever you are, we want you to 
know that - we are all in this together! #myasis

Security professionals 
can tap into the wealth of 
ASIS member knowledge 

whenever, wherever 
with our Mobile 

Engagement app.

Connect to a world of 

Search ASIS International 
in the Apple App 

Store or Google Play
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Paul Case’s career 

in security began 

when he was in high 

school—he served as 

a bouncer at the age 

of 16. By the time he 

entered university, 

he was qualifi ed to 

be hired in leader-

ship and supervisory roles.

In 2011, he became the acting manager 

at a guard company facility in Los Angeles. 

He discovered ASIS International while 

researching best practices for security man-

agement. As he puts it, “I like to be good at 

what I do.”

He encountered 2013 ASIS President 

Geoff rey Craighead at a work-sponsored 

training session, and the two shared a 

conversation about the Certifi ed Protec-

tion Professional (CPP®) certifi cation. Im-

pressed with Case’s dedication to earn this 

credential, Craighead lent his own copy 

of the Protection of Assets (POA) bundle to 

aid Case in his study eff orts.

“I will forever be in debt to Geoff rey 

Craighead for this,” Case refl ects. “I owe 

him my security career.”

As he worked by day and studied by 

night, Case found that his studies had a 

real impact on his day-to-day operations. 

 “Putting theory into practice is a solid 

way to formalize the learning,” he notes, 

“and the learning was directly tied to the 

things I was doing every day.”

Case attained his CPP certifi cation in 

2014, and in 2017 he became attached to 

security preparations for the 2020 World 

Expo in Dubai. As security manager, he 

was tasked with developing the Expo’s 

manned guarding program from scratch 

and setting it into motion.

As Expo preparations were underway, 

the three-square mile site accommodated 

45,000 laborers (representing 192 coun-

tries) and 15,000 deliveries per day—all in 

preparation for an event set to host 250,000 

guests per day. At the height of this prepa-

ration, Case’s team tackled rush hours 

that saw 28,000 people entering the site 

through just three gates.

Throughout this hustle and bustle, Case 

still made the time to attain his Physical 

Security Professional (PSP®) certifi cation in 

2018 and his Professional Certifi ed Investi-

gator (PCI®) certifi cation in 2019.

“Certifi cation has allowed me to take 

industry best practices and apply them di-

rectly to the work I am tasked with doing,” 

he states. “Certifi cation has given me the 

foundation on which to build security pro-

grams and the tools with which I adjust 

those programs to meet new challenges. I 

oft en say, ‘the certifi cation is nice, but the 

knowledge gained to achieve that certifi -

cation is indispensable.’”

And where ASIS certifi cations gave Case 

the lessons he needed to build the security 

program for this massive undertaking, he 

passed those lessons on to his team when it 

became time for him to move on.

Because the COVID-19 pandemic is de-

laying the Expo from October 2020 to Oc-

tober 2021, work on the Expo has slowed—

and Case fi nds himself looking to the next 

opportunity. Equipped with a tremendous 

knowledge base and an impressive list 

of experiences that he can call on, Case 

looks to the future.

“My security career has now taken 

me around the world, shown me things I 

never would have dreamed existed, and 

introduced me to people I am honored to 

know,” he concludes. “I’m excited to see 

what comes my way next.”

PROFILE BY STEVEN BARNETT, ASIS 

COMMUNICATIONS SPECIALIST

CERTIFICATION 
PROFILE
PAUL CASE, CPP, PCI, PSP 

places of worship. Church was a ‘Safe 
Zone’ in the community. Church was 
fi lled with ‘Good People.’ Crimes at a 
church were rare.” This statement is in-
correct. Churches have oft en been safe 
havens for criminals seeking refuge and 
asylum, while others harbored and pro-
tected pedophiles, and other religious 
leaders participated in astonishing acts 
in the name of religion.  

Houses of worship face many threats, 
both from people inside the facility and 
people outside of the facility. Security ef-
forts must focus on eliminating the entry 
of people who want to do harm, but they 
must also focus on those who are in our 
midst, sitting in the pew next to us. Rolfe 
fails to cover topics such as sexual abuse 
and embezzlement, and his assessment 
that active shooters are “strangers” is not 
supported by research.  

Throughout the book, Rolfe en-
courag es the reader to “think like a 
criminal,” a creative way to role play. 
This may or may not result in eff ective 
training in encouraging pastors and 
church administrators to begin to 
think about security.

Watch My Sheep is an easy read, and 
it advocates simple steps to increase 
security, including creating security 
teams, training greeters and ushers, 
and employing radios, cameras, and 
other security measures. Rolfe off ers 
suggestions on the challenges of coor-
dinating, training, communicating, and 
organizing volunteers who have no law 
enforcement or security training. 

The book provides recommendations 
that are easily implemented and a good 
basis for a security program formulated 
with volunteers. The book falls short in 
the areas of technical recommendations 
such as access control and crime pre-
vention through environmental design; 
however, the recommendations are solid 
and if implemented will result in a more 
secure facility. It just needs to go further.
REVIEWER: Paula L. Ratliff , BSC, MS, 
is the author of Crime Prevention for 
Houses of Worship, published by ASIS 
International. She is an active member 
of the ASIS Cultural Properties Council, 
Houses of Worship Subcommittee. 
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Blue Bell Creameries violated the 
Food, Drug, and Cosmetic Act by selling 
products that were manufactured in 
unsanitary conditions.

Even aft er notifi cations from 
U.S. state offi  cials in February 2015 
about two ice cream products from a 
company’s factory testing positive for 
Listeria monocytogenes, the DOJ said 
Blue Bell Creameries did not recall the 
products or warn customers, including 
federal purchasers, about the potential 
contamination.

Blue Bell Creameries will pay 
$17.25 million in criminal fi nes and 
forfeiture, and $2.1 million will go 
toward resolving civil False Claims Act 
allegations that contaminated products 
were sold to U.S. federal facilities. 
Blue Bell’s former president has also 
been charged for his alleged eff orts 
to conceal the contamination from 
customers. (United States of America v. 
Blue Bell Creameries, L.P., U.S. District 
Court for the Western District of Texas, 
No. 1:20-cr-123-RP, 2020)

LEGISLATION
Scotland
HARASSMENT. Scottish lawmakers 
are considering a bill that would make 
“stirring up hatred” against protected 
classes illegal. 

The country’s existing laws protect 
people on the basis of disability, race, 
religion, sexual orientation, and trans-
gender identity. The proposed Hate Crime 
Bill, which was introduced on 23 April, 
would also add age and eventually sex to 
the list of protected characteristics. 

According to Scottish Parliament, 
the bill was created to update the 
current laws regarding hate crimes in 
response to an independent review of 
such legislation. The review specifi cally 
recommended revising provisions about 
stirring up racial hatred to include the 
other protected classes. 

REGULATIONS
Canada
GUN CONTROL. Canada banned as-
sault weapons throughout the country 
at the beginning of May 2020, a decision 
announced less than two weeks aft er a 
gunman killed 22 people in Nova Scotia. 

The ban, which went into eff ect 1 May, 
makes it illegal to buy, sell, transport, 
import, or use military-grade assault 
fi rearms in Canada. Prime Minister Jus-
tin Trudeau announced the prohibition 
of more than 1,500 types of assault-style 
weapons on the same day.

68
LEGAL REPORT | BY SARA MOSQUEDA

FOOD POISONING. Blue Bell Creameries pled guilty to charges that it shipped 
contaminated food products linked to a 2015 listeriosis outbreak. As part of a plea 
agreement with the U.S. Department of Justice (DOJ), the company will pay $19.35 
million—the second-largest amount ever paid to resolve a food safety infraction in 
the country.

The company admitted to two misdemeanor charges of distributing adulterated 
ice cream products, which were introduced into interstate commerce between 1 
January 2013 and 20 April 2015, according to the plea agreement. 

ISSUE: COVID-19
BILL: HR 6647
VENUE: U.S. House of Representatives
STATUS: Introduced
SIGNIFICANCE: Would lower costs 
and create healthcare opportunities for 
part-time U.S. Transportation Security 
Administration workers. 

LEGAL
HIGH-
LIGHTS

ISSUE: Minimum wage
BILL: S.B. 7
VENUE: Virginia
STATUS: Enacted
SIGNIFICANCE: Increases minimum wage 
to $9.50 by 1 May 2021 and creates annual 
increases to ultimately raise it to $15 by 2026. 

JUDICIAL
DECISIONS
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The ban limits the public’s access 
to such weapons in an attempt to “re-
duce the number and availability of 
assault-style fi rearms and other fi rearms 
that exceed safe civilian use in Canada, 
and to reduce the possibility of these 
fi rearms being diverted to the illegal mar-
ket,” according to The Canada Gazette, 
the offi  cial government newspaper. 

Aft er mass shootings in both ru-
ral and urban areas of the country, 
including Nova Scotia, Quebec City, 
Montreal, and Toronto, the government 
determined that “the deadliest mass 
shootings are commonly perpetrated 
with assault-style fi rearms,” the Gazette 
said. “Given these events, the growing 
concern for public safety, the increasing 
public demand for measures to address 
gun violence and mass shootings and, 
in particular, the concern resulting from 
the inherent deadliness of assault-style 
fi rearms that are not suitable for civilian 
use, these fi rearms must be prohibited 
in Canada.” Such public use also in-
cludes hunting or sport shooting. 

Gun owners have a two-year amnesty 
period, giving the government time to 
enact legislation that would provide 
owners with compensation. During 
this period, the weapons cannot be 
used or sold, but they can be exported 
if an owner has the appropriate per-
mit. According to a government an-
nouncement, aft er 30 April 2022 gun 
owners can either surrender the fi rearm 
for compensation or participate in a 
“grandfathering” program. 

United States
CORRUPTION. Israel’s largest bank 
and its wholly owned subsidiary agreed 
to pay more than $30 million to resolve 
an FBI and Internal Revenue Service 

(IRS) investigation into the bank’s 
involvement in a money laundering 
scheme that fueled international bribes 
for soccer federations, including the 
Fédération Internationale de Football 
Association (FIFA).

Bank Hapoalim B.M. (BHBM) and its 
subsidiary, Hapoalim Ltd. (BHS), ad-
mitted that from December 2010 to Feb-
ruary 2015 they conspired with sports 
marketing executives to launder more 
than $20 million in bribes and kick-
backs to soccer offi  cials with the soccer 
federations. The U.S. fi nancial system 
was used by bank employees to launder 
bribes to corrupt sports offi  cials in mul-
tiple countries, according to the DOJ. 

In exchange for the bribes, soccer 
offi  cials awarded broadcasting rights 
for soccer matches and tournaments 
to the sports marketing executives and 
their fi rms. 

The banks also admitted to laundering 
money for Luis Bedoya, former president 
of Federación Colombiana de Futbol, vice 
president of the Confederación Sudamer-
icana de Fútbol, and member of FIFA’s 
executive committee. In November 2015, 
Bedoya pled guilty to racketeering con-
spiracy and wire fraud conspiracy. 

As part of the deferred prosecution 
agreement, the banks agreed to forfeit 
approximately $20.73 million and pay a 
criminal penalty of approximately $9.33 
million. BHBM also closed Bank Hapo-
alim (Latin America) S.A. and a branch 
in Miami, Florida, USA, and as of 30 
April 2020 is closing BHS operations. 
(Re: United States v. Bank Hapoalim 
B.M, U.S. District Court for the Southern 
District of New York, 2020) 

SEXUAL ASSAULT. U.S. Education 
Secretary Betsy DeVos released new 

regulations for higher education institu-
tions on how to handle claims of sexual 
misconduct, relieving colleges and uni-
versities of some legal liabilities.

This new set of rules, eff ective 14 Au-
gust, amends Title IX requirements to 
prohibit universities and colleges from 
relying on a sole offi  cial to both inves-
tigate and rule on allegations of sexual 
assault and harassment. Schools will in-
stead create and use a process similar to 
the U.S. judicial system of due process, 
where the accused has the right to a 
hearing and a cross-examination of any 
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ISSUE: Health insurance
CASE: Maine Community Health Options v. 
United States
VENUE: U.S. Supreme Court
STATUS: Ruled in favor of Maine Community 
SIGNIFICANCE: Requires the U.S. govern-
ment to pay health insurers for an Aff ordable 
Care Act program.

ISSUE: Age discrimination
CASE: EEOC v. Horizon Well Drillers LLC
VENUE: Dist. Ct. for the West. Dist. of Oklahoma
STATUS: Settled 
SIGNIFICANCE: Horizon Well Drillers will pay 
$650,000 to Wilbert Glover and other job applicants 
who were fi red based on fi ndings from illegal medi-
cal examinations.
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India
Coronavirus. In response to the 
COVID-19 pandemic, India ordered 
all workers, both in the public and 
private sectors, to use a smart-
phone tracking app and maintain 
social distancing. The country’s 
Ministry of Home Affairs said it 
will hold company heads respon-
sible for complete compliance in 
the private sector.

The Aarogya Setu (Health 
Bridge) app, backed by the Indian 
government, notifi es users if they 
may have been near someone 
who tested positive for COVID-19. 

Technology ministry offi cials 
and a lawyer who worked on the 
app’s privacy policy said that at 
least 200 million phones need to 
use the app for it to be effective 
for the country’s population of 1.3 
billion, according to Reuters.

 Making the app mandatory 
has raised concerns with privacy 
advocates, specifi cally about how 
the data will be used. India cur-
rently has no dedicated privacy 
law that would provide strong 
data protection.

INTERNATIONAL 
LEGISLATION
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CORONAVIRUS

A U.S. district court 

dismissed a case 

against a Missouri 

meat processing plant 

aft er deciding that the matter fell within the 

jurisdiction of the Occupational Safety and 

Health Administration (OSHA). Employees 

of Smithfi eld Foods, Inc., represented by 

the nonprofi t workers group Rural Com-

munity Workers Alliance (RCWA), sued the 

company for allegedly placing them in dan-

ger during the COVID-19 pandemic, claim-

ing that Smithfi eld failed to comply with 

virus safety guidelines. Judge Greg Kays 

determined that the issue should be di-

rected to OSHA instead. He also added that 

under state law, RCWA needed to prove 

that Smithfi eld was negligent in providing 

safety measures that led to injuries. Kays 

wrote in his opinion that RCWA was un-

likely to prove such a breach of duty. (Rural 

Community Workers Alliance and Jane Doe 

v. Smithfi eld Foods, Inc., U.S. District Court 

for the Western District of Missouri, 5:20-

cv-06063, 2020)

HARASSMENT 

A U.S. appeals court 

ruled that electronic 

retailer Best Buy 

was not liable for 

an employee’s racist comment to another 

worker. Erika Bazemore fi led a report to 

accusers. The regulation also creates 
“rape shield protections,” which off er 
the accuser some protections, including 
a ban on questioning the accuser’s sex-
ual history. 

The rules also expanded the defi ni-
tion of sexual harassment to include 
dating violence and stalking.

The regulation was originally planned 
to be published in late 2019, but was 
delayed aft er the U.S. Department of Ed-
ucation received and needed to respond 
to more than 124,000 public comments—
many of which were from schools, 
advocacy groups, and others critical of 
the proposed regulation. Opponents of 
the new rules, including victims’ rights 
groups and women’s rights groups, plan 
to challenge the regulation in court.

INSPECTIONS. The U.S. Nuclear Reg-
ulatory Commission (NRC) decided to 
scale down inspections of nuclear waste 
containers at reactor sites in response to 
the COVID-19 pandemic.

Nuclear power plants usually refuel 
their facilities in the spring and fall, the 
timing of which coincides with lulls in 
power demands. On 1 April, the NRC 
ordered monitors—who would usually 
be on site for complex tasks like refuel-
ing—to work from home because of the 
novel coronavirus. 

According to UtilityDive, the commis-
sion has considered decreasing both the 
frequency and scope of annual nuclear 
reactor inspections since July 2019, 
partly to cut costs. The 2019 recommen-
dations also proposed reducing other 
inspections from once every two years 
to every three years. 
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ELSEWHERE 
IN THE COURTS

human resources about an incident where a 

coworker allegedly made a racial and sexual 

joke while looking directly at her. Best Buy 

followed up on the complaint and said it had 

resolved the manner, but Bazemore said she 

felt subject to a hostile work environment 

and fi led a claim with the U.S. Equal Employ-

ment Opportunity Commission, followed by 

a lawsuit against her employer. The court 

determined Best Buy was not liable because 

the supposed harasser was not a supervisor, 

the company had no prior knowledge of 

such harassment, and HR followed up on the 

complaint. (Bazemore v. Best Buy, U.S. 4th 

Circuit Court of Appeals, No. 18-2196, 2020)

AGE 

DISCRIMINATION

Baltimore County 

agreed to a $5.4 mil-

lion settlement with 

the U.S. Equal Employment Opportunity 

Commission (EEOC), ending a long-run-

ning age discrimination lawsuit. More than 

2,000 retired county employees will receive 

monetary relief aft er a U.S. district court 

found that the county forced employees 

hired at older ages to pay a higher rate into 

their pension plans than younger workers 

who received the same benefi ts. The EEOC 

fi led the lawsuit in 2007. (EEOC v. Baltimore 

County et al., U.S. District Court for the Dis-

trict of Maryland, Northern Division, No. 

1:07-cv-2500-RDB, 2020) 
This column should not be construed 

as legal or legislative advice.

LEGAL 
HIGH-
LIGHTS

ISSUE: Domestic terrorism
CASE: United States v. Hasher Jallal Taheb
VENUE: U.S. Dist. Ct. for the North. Dist. of 
Georgia
STATUS: Taheb pled guilty
SIGNIFICANCE: Taheb pled guilty to attempt-
ing to attack the White House with weapons 
and explosives. 

ISSUE: Sexual harassment
CASE: EEOC v. Bonneville Hot Springs, Inc.
VENUE: U.S. Dist. Ct. for the West. Dist. 
of Washington
STATUS: Settled
SIGNIFICANCE: The resorts will pay $570,000 
to settle charges that employees were sexually 
harassed and assaulted by the resorts’ owner. 
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AWARD
ERP Maestro’s cloud-based GRC platform, Access Analyzer, was 
named “Best Product” in Access Control by Cyber Defense Magazine’s 
2020 InfoSec Awards. This is the second year in a row that the Access 
Analyzer was honored in the InfoSec Awards.

ANNOUNCEMENT
For its work on securing distributed and mobile technologies, Acreto 
Security was selected as a member of the UK government-backed 
London Offi  ce for Rapid Cybersecurity Advancement program.

CONTRACT
Elbit Systems was awarded a follow-on two-year contract, estimated at 
$65 million, from the Dutch Ministry of Defence to supply soldier sys-
tems and equipment to the Armed Forces of The Netherlands. 

MERGERS & 
MOVES Trackforce Valiant  

Silvertrac Software

The acquisition of the workforce 
management solution expands 
Silvertrac’s presence in the physical 
security industry.

Qubitekk  QinetiQ

The purchase of QinetiQ’s Quantum 
Key Distribution patent portfolio 
strengthens Qubitekk’s ability to 

deliver the latest quantum technology.

Vaion  Jazz Networks

The merger combines cyber threat 
detection and response company Jazz 

Networks with an end-to-end video 
security provider, creating a unifi ed 

security provider called Ava.

Ntiva, Inc.  Equilibrium IT 
Solutions

The acquisition reinforces Ntiva’s 
growth in the managed service provid-
er market, strengthening mid-market 
and enterprise-focused practices in the 
United States.

PARTNERSHIPS

CYBERSECURITY
CRITICALSTART added support 
for Microsoft’s Azure Sentinel with 
its managed detection and response 
services. 

INTERNET OF THINGS
Keyfactor partnered with wolfSSL to 
allow device manufacturers to create 
and maintain unique IoT identities on 
embedded devices.

SCHOOLS
Soter Technologies partnered with 
CrisisGo to give school administra-
tors and security personnel mobile 
technology for tracking vaping and 
bullying incidents. 

INDUSTRY NEWS | BY SARA MOSQUEDA

SURVEILLANCE 
MANAGEMENT
The Delta Community Credit Union in Georgia, USA, de-
ployed PACOM’s GMS security platform across 29 branches. 
The $6 billion Delta Community is the state’s largest credit 
union, with more than 1,100 employees and vendors, more 
than 400,000 members, and 26 metro branches in Atlanta. 
A multisite security management platform, GMS provides 
integration between access control, intrusion, video, and 
intercom, and it is designed to simultaneously manage thou-
sands of locations through a single interface. Delta Commu-
nity receives 12 to 36 alarms each week. While some may be 
false motion detection alarms, the PACOM system sends an 
immediate alert that allows the corporate security depart-
ment to understand and resolve the problem. 
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Included in this month’s solutions are security cameras, sliding 
privacy doors, mounted equipment cabinets, access control, and more.

ASSA ABLOY launched a new RITE Slide 
Integrated Sliding Door solution that saves 

space while maintaining privacy and security. 
The barn-style door solution is engineered to 

ensure privacy and quiet operation with sound 
seals, automatic door bottom, and soft -close 

operation to minimize door slamming. The 
sliding door also off ers a perimeter seal that 

blocks out light and sound. Features like opera-
tional door hardware for passage or privacy with 
locking applications make it suitable for medical 

examination rooms, offi  ces, and hotel meeting 
spaces. 

assaabloyservicecenters.us

PRIVACY DOORS | #703

Johnson Controls released the new Illustra 
Pro Gen3 Bullet, featuring new smart wide 

dynamic range, which automatically optimizes 
video quality while minimizing confi guration 

time. The camera is available with standard or 
telephoto lens and in megapixel resolutions of 
3MP and 4K, plus the Pro Gen3 Bullet provides 

customers with a selection of video images to 
match their operational requirements, making 
it deployable for various types of medium- and 

large-sized facilities. 

jci.com

BULLET CAMERA | #701

ADISRA announced the availability of its solution, Smart-
View 4.0, a complete human–machine interface (HMI) 
and supervisory control and data acquisition package 
designed for machine builders and OEMs. SmartView 
allows users to develop eff ective interfaces displaying the 
critical information they need to deploy, monitor, and 
analyze a machine’s operation and overall status. The 
interfaces can be linked to manuals, drawings, anima-
tions, and videos for operational assistance in applica-
tion building.

adisra.com

INTERFACE MANAGEMENT | #702

http://securitymgmt.hotims.com/r5/rsnav.asp?webcard=1&issue_date=2020-07-01&rs=701
http://securitymgmt.hotims.com/r5/rsnav.asp?webcard=1&issue_date=2020-07-01&rs=702
http://securitymgmt.hotims.com/r5/rsnav.asp?webcard=1&issue_date=2020-07-01&rs=703
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ProdataKey (PDK) announced the release of a new integration 
between the PDK io platform and Comelit’s ViP video door 
entry system. The combined solution joins Comelit’s inter-
active video entry technology with PDK’s mobile-fi rst access 
control platform, creating a solution that can be applied to 
both commercial and multitenant residential properties. The 
combination enables system administrators to simultaneously 
register or delete users across both platforms. A single creden-
tial can be used to enter through a property’s main gate or 
entry as well as all other perimeter doors and common areas. 

prodatakey.com

MOBILE ACCESS | #705

Video Mount Products announced two new low-profi le 
vertical wall cabinets, designed to securely mount EIA 

standard rack equipment out of the way, like a back 
offi  ce, closet, retail location, or anywhere with limited 
fl oor space. The ERVWC-5U20 and ERVWC-5U36 both 
have 150-pound weight capabilities. The cabinets also 

feature cable management punch outs, ventilation, 
and a dedicated location for mounting of a patch 
panel in addition to the available rack units. The 

mounting rails are reversible and feature threaded 
screw hole options. 

videomount.com

WALL CABINETS | #704
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COMPETITIVE INTELLIGENCE
Information was the theme of the September 1992 issue 

of Security Management. Members wrote most of the 

articles in that issue; four of them focused on different 

aspects of information security: “Foiling the New Cor-

porate Spy” by Marc Tanzer; “Counterespionage Tech-

niques That Work” by Michael Hansen, CPP; “Clear the 

Air with TSCM” by James Calhoun; and “Who’s on the 

Line?” by Richard J. Heffernan, CPP.

In addition to those four feature articles were items on 

the risks of information systems, preventing computer 

viruses, and general protection of company hardware 

and software—all integral to good information security.

In this July 2020 issue of Security Management, the 

magazine revisits the issue of information security. An 

article by Senior Editor Megan Gates examines the theft 

of intellectual property and trade secrets, particularly in 

the global arena.

Day-to-day security measures may be upended when 

people congregate for a special event. “A Homecoming 

to Remember” in the September 1992 issue of Security 
Management recounts how a small college home-

coming celebration erupted into violence. Author K.C. 

Poulin examined what went wrong and offered advice 

for securing special events.

While that advice holds true today, the coronavirus 

pandemic of 2020 is forcing security leaders to 

consider the health and safety of participants in a new 

way. Assistant Editor Sara Mosqueda interviews Cathy 

Lanier of the National Football League to learn how this 

premier sporting organization is reacting to the threat.

The 1992 article mentioned above linked insuffi cient 

training of security personnel to prolonged chaos and 

violence. This 2020 issue of Security Management of-

fers an in-depth look at training that applies to daily 

security as well as event security. 

The illustration from 1992 shown above and the July 2020 cover illustration were created by the same artist, Steve McCracken, whose work 

continues to enhance the pages of Security Management.

SPECIAL EVENTS
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Amplifying the
GLOBAL COMMUNITY
Global Security Exchange (GSX) is produced by the industry, for the industry.

ASIS International has been committed to advancing and reinvesting in the security profession 

for over 60 years. Your involvement in GSX directly supports scholarship programs and the 

development of education, certification, standards and guidelines. Through this dedication to 

expanding and enriching knowledge sharing, best practices, and peer-to-peer connections, 

security professionals across all disciplines—and at all stages of their career—can access the 

information and resources they need to succeed.

REGISTER TODAY  GSX.org/SM20

If you register for GSX and cannot attend due to COVID-19, rest assured, 
our “satisfaction guaranteed or we’ll make it right” policy has you covered.

https://www.gsx.org/
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